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ABOUT ECSO 

The European Cyber Security Organisation (ECSO) ASBL is a fully self-financed non-for-profit 

organisation under the Belgian law, established in June 2016. 

ECSO represents the contractual counterpart to the European Commission for the implementation 

of the Cyber Security contractual Public-Private Partnership (cPPP). ECSO members include a 

wide variety of stakeholders across EU Member States, EEA / EFTA Countries and H2020 asso-

ciated countries, such as large companies, SMEs and Start-ups, research centres, universities, 

end-users, operators, clusters and association as well as European Member Stateôs local, regional 

and national administrations. More information about ECSO and its work can be found at www.ecs-

org.eu. 

Contact  

For queries in relation to this document, please use wg3_secretariat@ecs-org.eu. 

For media enquiries about this document, please use media@ecs-org.eu. 

 

Disclaimer  

The use of the information contained in this document is at your own risk, and no relationship is 

created between ECSO and any person accessing or otherwise using the document or any part 

of it. ECSO is not liable for actions of any nature arising from any use of the document or part of 

it. Neither ECSO nor any person acting on its behalf is responsible for the use that might be made 

of the information contained in this publication. 

This document will be continuously updated based on developments within the sector and ECSO 

membersô input. 
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1 INTRODUCTION 

The recent attacks on Yahoo!, Equifax, Renault, Deloitte, Saint-Gobain, Netflix and Deutsche Bahn 

ï among others ï as well as the theft of 57 million Uber customersô data worldwide, have highlighted 

cyber security related risks and their unexpected financial and business impacts. These risks may 

generate disastrous consequences in industrial environments, and the related impacts may grow 

broader with the rise of Industry 4.0. Indeed, when in May 2017 the shutdown of one day of pro-

duction in Renault factories cost several million euros to the group, we realised the terrifying con-

sequences on future ultra-digitalised plants that will employ digital twins, cloud manufacturing, dig-

ital supply chains, etc. In 2017, 37% of French companies saw their data hacked. Until recently, 

Europe had spent too little money on cyber security and it seemed that neither political leaders nor 

the civil society were fully aware of the strategical interests at stake. Minds are changing, and cyber 

security is becoming a priority in both military and civilian sectors with the adoption and implemen-

tation of concrete measures. Among others, the recent adoption by the European Commission of 

a common cyber security approach (2017, October 20th) resulted in a series of reforms: creation of 

a reinforced European agency for cyber security, establishment of a European cyber security cer-

tification system, fast implementation of the NIS (Network Information Security) directive, etc. 

The purpose of this document is to give a common vision and a common understanding of the main 

cyber security related challenges addressing the ICS and industry 4.0 sector. It also aims at giving 

an assessment of the business rationales and the market development factors. For that purpose, 

the first part of the document is dedicated to the Industry 4.0 landscape, including its ecosystem, 

the operational challenges, the technical backbone and the key-enabling technologies involved, 

but also the cyber security challenges and their related threats. Then, some insights are given on 

the strategy to be adopted by ECSO to promote European research collaboration projects and 

encourage user engagement in the definition of future projects topics. The third part of the docu-

ment depicts the industrial sector specificities, and finally, a global market study details the market 

weight, trends, opportunities, restraints and challenges, as well as the playersô positioning, for both 

the Industry 4.0 and ICS security sectors.        
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2 Landscape 

Digitising European Industry 

EU industry includes the automotive sector, machinery and equipment, pharmaceuticals, chemi-

cals, aeronautics, communications, space and creative industries sectors, and high-end goods in 

many other sectors, including food. 

The economic importance of industrial activities is much greater than suggested by the share of 

manufacturing in GDP. Industry accounts for over 80% of Europeôs exports and 80% of private 

research and innovation. Nearly one out of four private sector jobs are in industry, often highly 

skilled, while each additional job in manufacturing creates 0.5-2 jobs in other sectors. 

Within EU industry, manufacturing accounts for about 15% of gross value added (GVA), but about 

40% of EU exports. The lionôs share of company R&D (about two thirds) takes place in manufac-

turing. In brief, the shrinkage of manufacturing undermines the export and innovation potential of 

the economy, which is the major driver of long-term growth and higher living standards. 

Within this context, digital technologies are at the heart of increases in productivity of European 

industry. They are mainly used to become more competitive. For the industry verticals, competi-

tiveness concretely means to deliver products smarter, faster, with improved cost efficiency. Other 

benefits, less emphasised by industry leaders, may be increased energy efficiency, reduction of 

drudgery, increased product customisation, shortening product development cycle, relocating work 

in customer countries, reducing transportation of goods, de-risking product introduction, and ena-

bling new business models and value pools.   

Industry essentially aims at transforming raw material, semi-finished products into valuable goods 

and services. Process piloting and automation rest on operation technologies to achieve competi-

tive deliveries through a flexible supply chain. Industrial operations and the supply chain are mas-

sively connected and deal with a large amount of data for many reasons: control, optimisation, 

dynamic re-configuration, multi-modality re-arranging, performance data capturing, etc.  

 

Ecosystem overview 

Understanding Industry 4.0 requires a meta-systemic and strategic approach of envisioning future 

industry which involves more than just technological innovation. The transformation will in any case 

result from an understanding of how digitisation modifies the existing relationships and balance of 

powers and responsibilities between different actors of the value chain: suppliers, buyers, compet-

itors, substitutes and end-users. These actors and their respective strategies may be understood 

by using a representation based on Porter Matrix, as shown in the figure below.  
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Figure 1 - Industry 4.0 Ecosystem Overview, source: Adrien Bécue, Airbus Cybersecurity-all rights re-
served 

Some shifts in relationships and strategies are expected from digitisation: 

¶ Growing integration of the value chain, full-life-cycle management supported by continuous 

data-thread; 

¶ Shift from transport of goods to transmission of data, enabling distributed production, pre-

dictive maintenance and optimisation; 

¶ Enhanced customisation / collaborative design, trend back to customer-proximity, shift from 

consumer to prosumer model; 

¶ Emergence of new factory types: smart automated plant, customer-centric plant, e-plants, 

mobile workshops; 

¶ Emergence of new business models: as a service, as a platform, IP-based, data-drivené 

It is worth noting that the cyber attacker is a natural actor within this digitised factory ecosystem 
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security vendors. 

Operational challenges 

The digitisation of industry is mainly driven by competitiveness goals. That said, the challenges 
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Figure 2 - Industry 4.0 Ecosystem Overview, source: Adrien Bécue, Airbus Cybersecurity-all rights re-
served 

This requires a change of the mind-set in the interaction between those challenges. In order to be 

successful, security (1) must here be understood as an enabler, rather than as a constraint. Adding 

security as a corrective and coercive constraint is likely to cause rejection by end-users and pro-

voke very dreadful workarounds. It must be introduced by design, if possible associated with ena-

bling value-adding functions and services like connectivity, energy efficiency or ergonomics. It must 

also be considered together with safety (2), since the main focus for the manufacturing sector re-

mains availability. Many security and safety mechanisms conflict at state of the art. The easiest 

way of solving these conflicts is to set up so-called ñfail-openò mechanisms where security would 

generally be degraded to ensure continuity of service. This work-around is not acceptable in the 

perspective of Industry 4.0 where interconnection of industrial systems grows paramount, taking 

cybersecurity from the ñshould haveò to a ñmust haveò to maintain operation. Productivity (3) is 

obviously the main driver for Industry 4.0 and also a challenge on its own, with potentially conflicting 

objectives like increasing speed of production and enhancing product customisation. Efficiency (4) 

is a cross-cutting challenge that needs to be considered both within the factory where a good trade-

off between security, safety and power consumption must be found, and within the ecosystem 

where horizontal synergies must be found to collectively reduce energy wastes and optimise supply 

/ demand. Acceptability (5) needs to be fulfilled by moving to more human-centric approaches 

through understanding of social and psychological aspects and proper change management, in-

cluding adapted training and education, organisational updates and privacy protection. Adoption 

(6) then needs to be enforced by regulation, incentives and adapted certification schemes. It is 

where contract requirements, insurance and law enforcement come into play with a non-trivial task 
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to determine accountabilities within the digitised industrial processes, where machines are ex-

pected to gain autonomous decision-making and self-learning abilities. 

Technical backbone 

Industry 4.0 is not only about massive command and control, but also industry operating systems. 

That includes tasks revisiting flexible automated tooling (automated process chains, robots) or 

smart assistance with robotic or other technologies for reality augmentation (virtual reality, aug-

mented reality, etc.). It is also about new methods and tools to shape individual pieces (CNC, ALM, 

3D printing technologies, etc.), to drill, to glue, to weld, to braze, etc. 

Industrial control systems compose the neural system of a factory, connecting sensors and sens-

ing, connecting actuators and actuating this digital manufacturing body. To increase the competi-

tiveness, data processing evaluates big data with advanced analytics, machine learning and deep 

learning. From that, artificial intelligence can help to provide feedback to the physical system. 

The most obviously known aspect of industry is operations. Operations cover the plants with their 

own local logistics, and the upstream supply chain that is pseudo-connected. Less obviously, the 

plant downstream supply chain is more and more connected to the demand sensing to organise 

the industrial operations and the delivery in multimodal way. The goal is always about having the 

right product, according to the demand, when required in the right place, with the expected tech-

nical quality (including safety and security of the product or service) and obviously the most cost 

efficient. 

Reference system architectures  

Diverse models intend enterprise architecture and description, but the 1990's PERA (Purdue En-

terprise Reference Architecture) aims precisely at computer integrated manufacturing (figure be-

low). This layered model still fits for the digital industry, despite significant evolutions regarding the 

implementation of the intermediate layers, and the development of the so-called "edge" (described 

here in after). While the actuators, sensors and robotic aided actions on the physical process re-

main integrated with it, all the other components are provided virtually in industrial clouds. Depend-

ing on time constraints and latency tolerance, those specific virtual industrial networks may be local 

to the shop floor, closed into the facility or globalised in some way through industrial edge devices 

that can be virtual also, acting from the shop floor or the facility cloud. 

Once established, components of a manufacturing facility can be operated for decades. This poses 

the need to provide long-term security mechanisms that last as long as a system is used, or provide 

secure update mechanisms to adapt the security of the system to the state of the art. 

Beyond the fabrication area specifics, PwC defines the digital supply chain with 8 key elements: 

integrated planning and execution, logistics visibility, Procurement 4.0, smart warehousing, 

efficient spare parts management, autonomous and B2C logistics, prescriptive supply chain 

analytics, and digital supply chain enablers1. All these areas must also be provided with end-

to-end cyber security solutions. 

 

1 https://www.pwc.com/gx/en/industries/industry-4.0.html  

https://www.pwc.com/gx/en/industries/industry-4.0.html
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Figure 3 ï Reference system architecture for Industrial Control Systems2 

 

 

 

2 Source : Cybersécurité des installations industrielles, Yannick Fourastier 
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Figure 4 ï Supervision tree of industrial control system3 

 

Key enabling technologies 

Beyond traditional approaches to architectures for industrial control systems, a set of key technol-

ogies are likely to cause major disruptions to the sector. These can be clustered as follows: 1) 

Cloud/edge technology & big data, 2) Artificial Intelligence & machine-learning, 3) Virtual/aug-

mented reality & next generation HMIs, 4) Collaborative robotics & augmented human, 5) M2M 

communication & IIoT, 6) Additive Manufacturing & 3D printing.  

 

3 Source : Cybersécurité des installations industrielles, Yannick Fourastier 
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Figure 5 - Industry 4.0 Key enabling technologies for Industry 4.0, source: Adrien Bécue, Airbus Cyberse-

curity-all rights reserved 
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Placing intelligence at the edge helps address problems often encountered in industrial settings, 

such as process chains, oil rigs, chemical plants, and factories. These include low bandwidth, low 

latency, and the perceived need to keep mission critical data on site to protect IP. Those criteria 

drive the cyber security needs from specific risk assessments. 

Related cybersecurity challenges 

The analysis of the above operational challenges from the perspective of cyber security leads to 

the following set of challenges which need to be addressed to ensure a reasonable level of security 

for Industry 4.0: 1) Safety-security convergence, 2) Secure Industrial IoT, 3) Intrusion/Anomaly 

detection on ICS, 4) Manage cyber physical threats, 5) Manage behavioural & organisational 

changes, 6) Ensure security throughout the value chain. 

 

Figure 6 - Industry 4.0 Convergence security-safety4 

Challenge 1): Safety-Security convergence: this challenge starts with risk-assessment and threat 

analysis by joint security & safety professionals, enabling to qualify and quantify cyber threats and 

their potential impact on industrial processes. Special focus is set to solve contradicting require-

ments between safety and security in the system design to avoid ñfail openò situations. 

The design of fail-safe & fail-secure functions and the development of self-healing mechanisms are 

required to ensure safety & security by design of new industrial automation. Finally, joint safety & 

security response teams are required to efficiently manage cyber incidents affecting critical ICS. 

 

4 Source: Adrien Bécue, Airbus Cybersecurity-all rights reserved 
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Figure 7 - Industry 4.0 Cyber-security of Industrial IoT5 

Challenge 2): Cyber security of Industrial IoT: any implementation of IIoT must provide end-to-end 

security from the edge to the cloud. This security by-design should include hardening of endpoint 

devices, providing unique identities to each endpoint, protecting communications, managing and 

controlling policies and updates, and using analytics and remote access to manage and monitor 

the entire security process. Transmission of sensitive data is limited to authentic edge devices and 

clouds, and anonymisation techniques are applied whenever possible before big amounts of data 

are analysed by external parties. 

Industrial cyber security deals with the whole layering of the operations nervous system, for various 

processes and organisational units. A connected factory, and even more a digital smart factory, 

cannot be considered and therefore secured as it is done for common IT for general business 

services as such a factory deals with physical components. Further coherence with industrial 

safety and related processes shall be ensured. Additionally, the IT and smart factory, even con-

verging to some extent in the use of digital technologies, do not share the same purpose, environ-

ment (e.g. location), user culture and skills. 

 

5  Source: Adrien Bécue, Airbus Cybersecurity-all rights reserved 
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Figure 8 - Industry 4.0 Intrusion Detection on ICS6 

Challenge 3): Intrusion detection on Industrial Control Systems: a mix of protocol-based and be-

haviour-based approaches is required to effectively detect cyber-attacks on ICS. With Industry 4.0 

emerging ICS into less predictable environments where not all authorised actions may be prede-

fined, the efficiency of approaches relying on expert rules and policy may decrease. Detection 

techniques involving machine-learning may improve the detection rates and enable the detection 

of 0-days. Industrial IoT must be considered both as potential targets and as threat vectors, in 

particular in scenarios involving botnets of IoT devices. Hence, detection must be enforced not only 

at network level, but as much as possible on the endpoint. This requires tackling a number of 

environmental and power constraints. 

 

6 Source: Adrien Bécue, Airbus Cybersecurity-all rights reserved 
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Figure 9 - Industry 4.0 Manage cyber-physical threats7 
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risks. Skilled adversaries are likely to exploit the weaker points in the security chain throughout the 

physical and cyber layers. From that perspective they have an advantage over the defenders, 

which traditionally are segmented into different organisational units (site security versus IT security) 
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inherited segregation of security chains. The reason belongs more to organisational and industrial 

practices. The vendor policy of automation manufacturers here sets a strong limitation to the cor-

relation of physical and cyber-security events affecting manufacturing environments. The dominant 

players apply proprietary policies in an attempt to force customers to acquire the full range of prod-

ucts from their brand, limiting interoperability, data export and supervision by third products. This 

prevents industries from acquiring real time situational awareness over physical and cyber events. 

A good collaboration between automation and IT vendors is required to overcome this limitation. 

Indoor and outdoor geolocation of personnel, tools, parts and consumables is required. Under-

standing of normal and abnormal behaviours, both on the shop floor and on the industrial network, 

requires complex event processing and correlation techniques. These can be based either on hu-

man rules (policy-driven) or on machine-learning based approaches. A limitation to human-rules- 

based approaches is that they require significant expertise and can be guessed by skilled 

 

7 Source: Adrien Bécue, Airbus Cybersecurity-all rights reserved 
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adversaries. A limitation to machine-learning based approaches is that they require to be trained 

on large data sets and can be subverted by adversarial machine-learning techniques.  

Managing threats requires first to assess the attack scenarios considering attacks on hardware, 

network and also at human level throughout the life cycle of the system during the engineering 

phase of a system and also later during operation. This requires forming interdisciplinary response 

teams that are able to react if a threat occurs. 

 

 

Figure 10 - Industry 4.0 Organisational & behavioural changes8 

 

Challenge 5): Organisational & behavioural changes:  

A holistic cyber security strategy requires awareness and competencies through all levels from 

strategic decision makers down to the staff in operations. This requires training during education 

but also especially training on the job, tailored to the specific situation and requirements of an 

organisation. This process is complemented by human-centred security that prevent users from 

making wrong decisions through well-designed HMI. 

 

8 Source: Adrien Bécue, Airbus Cybersecurity-all rights reserved 
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The transformation and digitisation of industry will trigger dramatic changes in labour organisation, 

required skills, behaviours, motivations, attention and expectations of individuals. While we can 

imagine improvements in surveillance and detection technologies in the factory of the future, we 

must also expect weakening human attention, a growing dependence towards non-permanent staff 

and contractors, a loss of ability to perform work manually as fall-back alternative. Will the worker 

supervise the machine or will the machine supervise the worker? Will the worker train the robot or 

will the robot train other robots? Will their still be such a thing as white and blue collars? Will robotics 

destroy massively manual workers, or is that step already passed and should we expect the ma-

chine to replace administrative or engineering staff? The understanding of human and machine 

psychology in the case of learning machines is necessary to anticipate future risks affecting facto-

ries. We should also wisely assess the moving boundaries between areas where humans dominate 

robots and areas where robots over-perform humans. This aspect of digitisation leads to regulatory 

and responsibility-related challenges. Can an autonomous machine be held responsible for a de-

fault in product quality, a cyber offense or an industrial disaster?  

 

Figure 11 - Industry 4.0 Security throughout the value chain9 

 

Challenge 6): Security throughout the value chain:  

A security assessment requires the modelling of cyber dependencies throughout the value chain. 

While collaborative event-based and real-time logistics allow to quickly react to any change in the 

value chain, unique situations can occur that require unique policies. This requires trained experts 

and good management software. In the next step, predictive maintenance allows to reduce delays 

and interruptions, and thus increase the efficiency. 

 

9 Source : Adrien Bécue, Airbus Cybersecurity-all rights reserved 

Address growing 

interdependencies of 

organizations, services 

and infrastructures

Cyber 
depen-
dency

modeling

Collaborative 
event-based / 

real-time logistics 
management

Predictive 
mainte-
nance, 
cross-

organiza-
tion

product 
life-cycle

Third part 
equipment checks 

& traceability



 

 
16 

European Cyber Security Organisation (ECSO) Å www.ecs-org.eu 
Rue Ducale, 29, 1000 Brussels Belgium 

It is inevitable to integrate third party modules in a manufacturing system. Providing external parties 

interfaces for monitoring and predictive maintenance may also leak confidential manufacturing in-

formation. Therefore, it is important to set proper security policies and access rights. 

While the traditional factory gathers most of the manufacturing activities in a single place, relying 

on supply chain only for parts, machinery or raw material acquisition, future factories may grow 

more distributed, both technically speaking and geographically speaking. The use of smart manu-

facturing tools will lower the importance of labour cost criteria in the decision for industry location. 

Consumer goods will most likely be manufactured at closest from the end-customer location. 

Transport of manufacturing data will gradually replace the transport of finished products. A conse-

quence of this is that perimeter protection will become less and less effective in protection of in-

dustrial assets and processes. Distributed connected factories will rely on internet connection in-

stead of segregated, physically protected industrial networks. Il will become more and more difficult 

to draw a line between vital assets which need to be strongly protected and less critical assets 

where just basic cyber security good practices and a minimum level of awareness would be suffi-

cient. The factory will depend on cloud service providers, data platforms, extended enterprise re-

source planning tools from third parties, remote maintenance tools from automation vendors and 

of course traditional supply chain. The factory will only be as secure as the weakest point in its 

supply chain. That challenge means to reinvent the way we define contract scope of security ser-

vices. A collaborative approach to security, in particular for threat intelligence and incident re-

sponse, will be required. That requirement collides with competitive practices in cyber security ser-

vices and with the lack of universal standards for threat knowledge and incident sharing. It also 

collides with the lack of a common security regulation and certification frameworks across coun-

tries.  

Threats landscape 

ENISA presents a cyber security threat analysis in the field of ICS and SCADA which can be used 

as a basis for the work to be done in ECSO. 




































