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1 INTRODUCTION

1.1 Goal of ECSO SWG1.4

The European Cyber Security Organisation (ECSO) is a not-for-profit organisation representing

E u r o pgCgbérsecurity Industry. ECSO members include a wide variety of stakeholders such as

large companies, SMEs and Start-ups, research centres, universities, end-users, operators,
clusters and association as smdal regosal aBdurmatomee an  Me n
administrations.

With the ECSO, several Working Groups have been created, being the goal of WG 1, to propose
one or more harmonised, common certification framework(s), as much as possible based on
existing standards, to assess the Cybersecurity of the European Digital Single Market.

This work is undertaken in a number of subgroups of WG1.:
T sSwGill.iManufacturing of Subcomponents, Component s,

Taking care of manufacturing of simple subcomponents, such secure IC components, up
to complex products, such as cars, aircraft and others that require the integration of
several components or even devices. Software as a product will be covered by this SWG
too.

This SWG will focus mainly on manufacturing of cyber secure products including the
respective supply-chain during integration of components.

T SWG12.Al CT infrastructure providers and other cl ou

Taking care of Telco or other ICT infrastructure providers, but also cloud -based ones.
This SWG will mainly focus of delivery of cyber secure services but with a big effort on
the privacy of data handling.

T SWG 13. dl T Il ntegrator s, Critical I nfrastructure (0]
Management . 0

Taking care of the IT Integrators and End Users (including also critical infrastructure) and
the organizational and IT infrastructure changes needed to have a market of companies
and suppliers able to deliver their services (ICT or non) to citizen in a secure way.

This SWG will mainly focus on organizations and their IT infrastructure.

1 SWG1l4.iBase Layero

This SWG will deliver required specific capabilities to other SWGs as advanced research,
definition of common terms, structures and procedures.

This SWG will mainly focus on having one single outcome for WG1, instead of several
non-coordinated ones.

Alongside with the creation of a document containing the Challenges_Of The_Industry (COTI),
made by SWG 1.1, 1.2 and 1.3, the task to create a document that will record all available
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standards and initiatives that might be considered in order to have a good view of the state of the
art in this field have been given to the SWG 1.4.

The purpose of this document, will be to deliver a good understanding of existing standards and
methodologies, so the WG, can have a comprehensive way to evaluate what can be used (if
existing) in order to address the challenges expressed in the document of
Challenges_Of_The_Industry (COTI).

1.2 Scope of this document

This document lists all standards and specifications related to Cybersecurity? known to and

deemed relevant by the authors at the moment of writing. 6 Rel evant 8 here means th
can (potentially) be used for assessing the overall Cybersecurity stance of a product, service or

organisation. See the next section for a more explicit discussion of the criteria for inclusion.

For each of these standards, the following questions are briefly discussed:

1 Focus: What is (main) area of applicability of this standard?

1 Associated Scheme and Governance: Does a scheme exist to assess, test or certify
people, products, services, organisations or infrastructures against this standard? If there is
an associated scheme, how is the scheme governed? Who is the Standard Developing
Organisation, who is the certification scheme owner? What are the accredited third-party
labs, if any?

i Process: how does the assessment or certification process work? Is self-declaration
allowed? Are several different levels of security defined?

1 Practice: Is this standard actually being used in practice for assessments or certifications? If
so, what is the experience and perceived value in the market? How many subjects are
certified?

1 Formal Status: Is there any associated legislation, official mandate or other government
involvement?

1 Relation to other standards/schemes: Is there any official relation with other standards or
schemes described in this document?

1.2.1 Out of scope

There are many more standards and schemest hat can be sai @Gybdrsecuriyg@ 6r el a
than are discussed in this document. As said, this syllabus focuses on standards that can be
(potentially) used as the basis for assessing the overall Cybersecurity stance of a product or
component, an ICT service, a service provider or organisation or a critical infrastructure. By

1There are many overlapping definitions of the word 6Cybers
this document does not adopt a specific definition. Refer to ref. [6] for an overview and discussion of definitions.
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definition, such standards are quite broad in scope. Excluded from this document are therefore
standards describing only a single aspect of (cyber)security, such as:

1 Cryptographic primitives, algorithms, modes, protocols, etc.

1 Generic techniques for securing the confidentiality, integrity and availability of data, such
as digital signatures, MACs or encryption, plus associated techniques (such as Public
Key Infrastructures) and practices (such as key management).

1 Techniques for securing generic IT technologies such as XML, TCP-IP, HTTP etc.

1 Individual aspects of secure software development, such as requirements engineering
and management, language-specific secure development guidelines, security testing and
test management, etc.

1 Functional specifications of components that might be used in cyber secure products or
infrastructures, such as smart cards, trusted execution environments, hardware security
modules, etc.

1 Cybersecurity-related business practices such as IT service management, information
management, risk management, quality management, device management etc.

Obviously, such standards will in fact be used by subjects complying with the standards
discussed in this syllabus. E.g. a cyber secure product would be expected to use cryptography
according to well-defined standards. Similarly, an organisation boasting a high level of
Cybersecurity will also be expected to follow best practices regarding quality management and
thus be certified against ISO 9001.

1.3 Intended audience

Although this document was initially described as basically an ECSO-internal document, the need
of this kind of methodical approaches for compiling existing standards and initiatives in areas as
European Commission, Member States Agencies and Public Bodies and Normalization ones,
made that the document was now intended for public dissemination, in order to help to improve
general awareness on Standardization, Certification and Labelling in Cybersecurity, either on
Subcomponents, Components, Devices, Products, Systems, Services and Organizations.

1.4 Glossary

This document does not contain a glossary giving exact definitions of terms. Rather, every
section uses terminology as provided by (or in accordance with) the standard or scheme in
question. Readers should be aware that the exact meaning of words may consequently differ
slightly from section to section. In case of doubt, original documentation should be consulted.

1.5 Document structure

This document is structured as follows:

1 Chapter 2 gives an overview of Cybersecurity standards discussed in this document, listing
the body responsible for the standard and/or the certification scheme, the country of origin,
the industry for which the standard is intended, and giving a link to the main document(s).
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1

Chapter 3 describes Cybersecurity standards and schemes for products and components.
These standards cover primarily the scope of ECSO Sub WG 1.1.

Chapter 4 describes Cybersecurity standards and schemes for ICT and cloud service
providers. These standards cover primarily the scope of ECSO Sub WG 1.2.

Chapter 5 describes Cybersecurity standards and schemes for service providers and end-
user organisations. These standards cover primarily the scope of ECSO Sub WG 1.3.
Chapter 6 describes Cybersecurity standards and schemes for security professionals.
Chapter 7 contains a bibliography of documents for further reading. These are not standards
in themselves, but contain background information of various natures.

Chapter 3 is subdivided into section for different industry verticals. This includes some of the
verticals distinguished in WG3. However, verticals for which no product standard was found have
been omitted. In addition, some other verticals are added for which specific product standards are
present.

Chapter 5 is also subdivided into sections for different industry verticals. This includes all of the
verticals distinguished in WG3, and also a number of other verticals:

E e B B R B I B R I B R ]

Generic organisations not associated with any particular vertical

Industry 4.0 and ICS (SWG 3.1)
Energy Networks and Smart Grids (SWG 3.2)
Transportation (road, rail, air, sea) (SWG 3.3)
Financial Services and Insurance (SWG 3.4)
Public Services / eGovernment / Digital Citizenship (SWG 3.5)
Healthcare (SWG 3.6)
Smart Cities and Smart Buildings (SWG 3.7)
Telecom, Media and Content (SWG 3.8)

Critical Infrastructures

Secure Software Development
Cybersecurity service providers
Payment industry?

0T device vendors

2 The payment industry is about making payments, from card payments in brick-and-mortar shops to online
payments in web shops. This could be considered a subset of financial services, but in practice it is a quite
separate industry, notably with different parties (the payment schemes) setting the rules.
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2 Overview

2.1 Cybersecurity standards and schemes for products and components

(SWG 1.1)

2.1.1 Standards and schemes for generic IT products

Standard / Scheme

Country / Industry

Certification de Sécurité de ANSSI France https://www.ssi.gouv.fr/administration/produits- 3.1.1
Premier Niveau (CSPN) Generic certifies/cspn/les-procedures-formulaires-et-
methodologies
Commercial Product Assurance NCSC UK https://www.ncsc.gov.uk/scheme/commercial- 3.1.2
(CPA) Generic product-assurance-cpa
Common Criteria Signatories of the CCRA International https://www.commoncriteriaportal.org/ 3.1.3
Generic
Signatories of the SOG-IS WWW.S0Qis.org
European Privacy Seal EuroPriSe Europe https://www.european-privacy-seal.eu/EPS- 3.1.4
Generic  products, | en/[Home
websites
National IT Evaluation Scheme CSA Singapore Singapore https://www.csa.gov.sqg/ 3.1.5
(NITES) General
Software Improvement Group Software Improvement | The Netherlands https://www.sig.eu/insight/practical-model-rating- 3.1.6
(SIG) Software Quality Model for Group General software-security
Security
UL Cybersecurity Assurance UL USA http://www.ul.com/cybersecurity/ 3.1.7



https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-procedures-formulaires-et-methodologies
https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-procedures-formulaires-et-methodologies
https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-procedures-formulaires-et-methodologies
https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa
https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa
https://www.commoncriteriaportal.org/
https://www.european-privacy-seal.eu/EPS-en/Home
https://www.european-privacy-seal.eu/EPS-en/Home
https://www.csa.gov.sg/
https://www.sig.eu/insight/practical-model-rating-software-security
https://www.sig.eu/insight/practical-model-rating-software-security
http://www.ul.com/cybersecurity/
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Program (UL 2900-1/ 2) Generic
ULD Datenschutz-Gutesiegel Unabhéangiges Germany https://www.datenschutzzentrum.de/quetesiegel/ | 3.1.8

Landeszentrum fur | (Schleswig- (German only)

Datenschutz  Schleswig- | Holstein)

Holstein
2.1.2 Standards and schemes for products used in Industry 4.0 and ICS (SWG3.1)
Standard / Scheme | Body | Country Link Ref. |
ISA/IEC 62433 (Security for ISA/IEC International https://webstore.iec.ch/searchform&q=62443 3.2.1
Industrial Automation and Control http://www.isasecure.org/en-US/
Systems)
IACS Cybersecurity Certification JRC Europe https://erncip- 3.2.2
Framework (proposed) project.jrc.ec.europa.eu/networks/tgs/european-

iacs

2.1.3 Standards and schemes for products used in energy networks and smart grids (SWG3.2)

Standard / Scheme | Body | Country Link Ref. |
IEEE 1686 (Substation Intelligent IEEE International https://standards.ieee.org/findstds/standard/1686 | 3.3.1
Electronic Devices (IEDs) Cyber Power transmission | -2013.html

Security Capabilities)

IEEE C37.240 (Cybersecurity IEEE International https://standards.ieee.org/findstds/standard/C37. | 3.3.2

Requirements for Substation
Automation, Protection, and
Control Systems)

Power transmission

240-2014.html



https://www.datenschutzzentrum.de/guetesiegel/
https://webstore.iec.ch/searchform&q=62443
http://www.isasecure.org/en-US/
https://erncip-project.jrc.ec.europa.eu/networks/tgs/european-iacs
https://erncip-project.jrc.ec.europa.eu/networks/tgs/european-iacs
https://erncip-project.jrc.ec.europa.eu/networks/tgs/european-iacs
https://standards.ieee.org/findstds/standard/1686-2013.html
https://standards.ieee.org/findstds/standard/1686-2013.html
https://standards.ieee.org/findstds/standard/C37.240-2014.html
https://standards.ieee.org/findstds/standard/C37.240-2014.html
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2.1.4 Standards and schemes for products used in telecom, media and content (SWG3.8)

Standard / Scheme Body Country
GSMA Network Equipment GSMA and 3GPP International http://www.3gpp.org/news-events/3gpp- 3.4.1
Security Assurance Scheme news/1569-secam_for_3gpp_nodes

2.1.5 Standards and schemes for products used in the payment industry

Standard / Scheme Body Country / Type Link Ref.
EMVCo Security Evaluation EMVCo International https://www.emvco.com/approvals.aspx?id=31 3.5.1
Payment cards
PCI PTS HSM Security PCI SSC International https://www.pcisecuritystandards.org/ 3.5.2
Requirements HSMs used in the
payment industry
PCI Payment Application Data PCI SSC International https://www.pcisecuritystandards.org/ 3.5.3
Security Standard (PCI PA-DSS) Payment
applications
PCI PIN Transaction Security PCI SSC International https://www.pcisecuritystandards.org/ 354
Point of Interaction Security (PCI Payment point of
PTS POI) Requirements interaction devices



http://www.3gpp.org/news-events/3gpp-news/1569-secam_for_3gpp_nodes
http://www.3gpp.org/news-events/3gpp-news/1569-secam_for_3gpp_nodes
https://www.emvco.com/approvals.aspx?id=31
https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/
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2.1.6 Standards and schemes for cryptographic modules

Standard / Scheme Body Country

ASD Cryptographic Evaluation Australian Signals | Australia http://www.asd.gov.au/infosec/evaluations.htm 3.6.1
Directorate (ASD)

CESG Assisted Products Scheme | NCSC UK https://www.ncsc.gov.uk/scheme/products-cesg- 3.6.2

(CAPS) assisted-products-service

FIPS 140-2 NIST USA http://csrc.nist.gov/groups/STM/cmvp/standards. 3.6.3

html#02

ISO/IEC 19790 (Security ISO/IEC International https://www.iso.org/standard/52906.html 3.6.4

requirements for cryptographic

modules)

2.1.7 Standards and schemes for web applications

Standard / Scheme Body Country

OWASP Application Security OWASP International https://www.owasp.org/index.php/Top 10 2013 3.7.1
Verification Standard (including
OWASP Top Ten)

OWASP Testing Guide OWASP International https://www.owasp.org/index.php/Category:OWA | 3.7.2
SP_Testing_Project.

2.1.8 Standards and schemes for 10T products

Standard / Scheme \ Country

lIoT Security Testing Framework ICSA Labs USA / International | https://www.icsalabs.com/technology- 3.8.1
program/iot-testing



http://www.asd.gov.au/infosec/evaluations.htm
https://www.ncsc.gov.uk/scheme/products-cesg-assisted-products-service
https://www.ncsc.gov.uk/scheme/products-cesg-assisted-products-service
http://csrc.nist.gov/groups/STM/cmvp/standards.html#02
http://csrc.nist.gov/groups/STM/cmvp/standards.html#02
https://www.iso.org/standard/52906.html
https://www.owasp.org/index.php/Top_10_2013
https://www.owasp.org/index.php/Category:OWASP_Testing_Project
https://www.owasp.org/index.php/Category:OWASP_Testing_Project
https://www.icsalabs.com/technology-program/iot-testing
https://www.icsalabs.com/technology-program/iot-testing
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2.1.9 Standards and schemes for other IT products

Standard / Scheme Body Country / Type Link Ref.
MIFARE Security Certification International https://www.mifare.net/en/about- 3.9.1
MIFARE products mifare/certification/

ISO/IEC 19792 (Security ISO/IEC International https://www.iso.org/standard/51521.html 3.9.2

evaluation of biometrics) Biometric systems

2.2 Standards and schemes for cloud service providers (SWG 1.2)

Standard / Scheme Body Country Link Ref.

ANSSI SecNumCloud ANSSI France https://www.ssi.gouv.fr/administration/qualificatio | 4.1
ns/prestataires-de-services-de-confiance-
gualifies/prestataires-de-service-dinformatigue-
en-nuage-secnumcloud/

Cloud Computing Compliance Bundesamt fiir Sicherheit | Germany https://www.bsi.bund.de/EN/Topics/CloudComput | 4.2

Controls Catalogue (C5) in der Informationstechnik ing/Compliance_Controls_Catalogue/Compliance

(BSI) Controls_Catalogue node.html

Cloud Security Alliance Cloud Cloud Security Alliance | International https://cloudsecurityalliance.org/group/cloud- 4.3

Controls Matrix (CSA) controls-matrix/
https://cloudsecurityalliance.org/group/open-
certification/# downloads

Code of Practice for Cloud Cloud Industry Forum International https://www.cloudindustryforum.org/content/code | 4.4

Service Providers -practice-cloud-service-providers

EuroCloud StarAudit Certification | EuroCloud Europe https://staraudit.org/ 4.5

(International)
ISO/IEC 27017 (Code of practice ISO/IEC International http://www.iso.org/iso/catalogue_detail?csnumbe | 4.6

for information security controls

r=43757



https://www.mifare.net/en/about-mifare/certification/
https://www.mifare.net/en/about-mifare/certification/
https://www.iso.org/standard/51521.html
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Catalogue/Compliance_Controls_Catalogue_node.html
https://www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Catalogue/Compliance_Controls_Catalogue_node.html
https://www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Catalogue/Compliance_Controls_Catalogue_node.html
https://cloudsecurityalliance.org/group/cloud-controls-matrix/
https://cloudsecurityalliance.org/group/cloud-controls-matrix/
https://cloudsecurityalliance.org/group/open-certification/#_downloads
https://cloudsecurityalliance.org/group/open-certification/#_downloads
https://www.cloudindustryforum.org/content/code-practice-cloud-service-providers
https://www.cloudindustryforum.org/content/code-practice-cloud-service-providers
https://staraudit.org/
http://www.iso.org/iso/catalogue_detail?csnumber=43757
http://www.iso.org/iso/catalogue_detail?csnumber=43757
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based on ISO/IEC 27002 for cloud

services)
ISO/IEC 27018 (Code of practice ISO/IEC International http://www.iso.org/iso/catalogue_detail.htm?csnu | 4.7
for protection of personally mber=61498

identifiable information (PII) in
public clouds acting as PII

processors)
TUV Rheinland Cloud Security TOV Rheinland International http://www.tuv.com/en/corporate/business_custo | 4.8
Certification mers/information_security cwi/strategic_informati

on_security/cloud security certification/cloud _se
curity certification.html

2.3 Standards and schemes for service providers and organisations (SWG
1.3)

2.3.1 Standards and schemes for generic organisations

Standard / Scheme ‘ Country
AEIl Seal of Cybersecurity for AEI Spain https://www.aeicibersequridad.es/index.php/Sello | 5.1.1
Organisations AEI
CIS Critical Security Controls Center for Internet | International https://www.cisecurity.org/critical- 5.1.2
Security controls/Library.cfm
SANS Institute https://www.sans.org/critical-security-controls/
Cyber Essentials / 10 steps to CREST UK https://www.cyberessentials.org/ 5.1.3
Cyber Security



http://www.iso.org/iso/catalogue_detail.htm?csnumber=61498
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61498
http://www.tuv.com/en/corporate/business_customers/information_security_cw/strategic_information_security/cloud_security_certification/cloud_security_certification.html
http://www.tuv.com/en/corporate/business_customers/information_security_cw/strategic_information_security/cloud_security_certification/cloud_security_certification.html
http://www.tuv.com/en/corporate/business_customers/information_security_cw/strategic_information_security/cloud_security_certification/cloud_security_certification.html
http://www.tuv.com/en/corporate/business_customers/information_security_cw/strategic_information_security/cloud_security_certification/cloud_security_certification.html
https://www.aeiciberseguridad.es/index.php/Sello_AEI
https://www.aeiciberseguridad.es/index.php/Sello_AEI
https://www.cisecurity.org/critical-controls/Library.cfm
https://www.cisecurity.org/critical-controls/Library.cfm
https://www.sans.org/critical-security-controls/
https://www.cyberessentials.org/
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Cyber Resilience Review US-CERT us https://www.us-cert.gov/ccubedvp/assessments 5.1.4
FINCSC 1 Finnish Cyber Security | JAMK University of | Finland https://www.fincsc.fi/ 5.1.5
Certificate Applied Sciences and (Finnish only)
partners
ISF Standard of Good Practice for | Information Security | International https://www.securityforum.org/tool/the-isf- 5.1.6
Information Security Forum standardrmation-security/
IT Grundschutz Bundesamt fir Sicherheit | Germany https://www.bsi.bund.de/EN/Topics/ITGrundschut | 5.1.7
in der Informationstechnik z/itgrundschutz_node.html
(BSI)
ISO/IEC 27001 (Information ISO/IEC International http://www.iso.org/iso/iso27001 5.1.8
FSeecurlty Management Systems i http://www.iso.org/iso/catalogue_detail?csnumbe
equirements) (=54534
ISO/IEC 27032 (Guidelines for ISO/IEC International http://www.iso.org/iso/iso_catalogue/catalogue_tc | 5.1.10
cybersecurity) [catalogue_detail.htm?csnumber=44375
ISO/IEC 27033 (Network security) | ISO/IEC International http://www.iso.org/iso/home/store/catalogue _tc/c | 5.1.11
atalogue detail.htm?csnumber=63461
ISO/IEC 27034 (Application ISO/IEC International http://www.iso.org/iso/home/store/catalogue _tc/c | 5.1.12
security) atalogue_detail.htm?csnumber=44378
ISO/IEC 27035 (Information ISO/IEC International http://www.iso.org/iso/home/store/catalogue _tc/c | 5.1.13

security incident management)

atalogue detail.htm?csnumber=62071



https://www.us-cert.gov/ccubedvp/assessments
https://www.fincsc.fi/
https://www.securityforum.org/tool/the-isf-standardrmation-security/
https://www.securityforum.org/tool/the-isf-standardrmation-security/
https://www.bsi.bund.de/EN/Topics/ITGrundschutz/itgrundschutz_node.html
https://www.bsi.bund.de/EN/Topics/ITGrundschutz/itgrundschutz_node.html
http://www.iso.org/iso/iso27001
http://www.iso.org/iso/catalogue_detail?csnumber=54534
http://www.iso.org/iso/catalogue_detail?csnumber=54534
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=44375
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=44375
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=63461
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=63461
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=44378
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=44378
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=62071
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=62071
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ISO/IEC 27036 (Information ISO/IEC International http://www.iso.org/iso/home/store/catalogue_tc/c | 5.1.14
security for supplier atalogue_detail.htm?csnumber=59648
relationships)
ISO/IEC 29100 (Privacy ISO/IEC International https://www.iso.org/obp/ui/#iso:std:iso- 5.1.15
architecture framework) and iec:29100:ed-1:vl:en
related ISO standards
LEET Security Stamp LEET Security Spain http://www.leetsecurity.com/ 5.1.16
Open Trusted Technology Open Group International https://www2.opengroup.org/ogsys/catalog/c139 | 5.1.17
Provider Standard (O-TTPS) http://www.opengroup.org/certifications/o-ttps
& http://www.iso.org/iso/catalogue detail.htm?csnu
IS.O./IE(.: 20243.((.)-TTPS - ISO/IEC mber=67394
Mitigating maliciously tainted and
counterfeit products)
Service Organisation Control AICPA USA http://www.aicpa.org/InterestAreas/FRC/Assuran | 5.1.18
(S0OC) General ceAdvisoryServices/Pages/ServiceOrganisation
%27sManagement.aspx
Shared Assessments Program Shared Assessment International https://sharedassessments.org/about/ 5.1.19
Vendor
management

ULD Datenschutzaudit Unabhéangiges Germany https://www.datenschutzzentrum.de/audit/ 5.1.20

Landeszentrum fur | (Schleswig-

: . (German only)
Datenschutz ~ Schleswig- | Holstein)
Holstein



http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=59648
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=59648
https://www.iso.org/obp/ui/#iso:std:iso-iec:29100:ed-1:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:29100:ed-1:v1:en
http://www.leetsecurity.com/
https://www2.opengroup.org/ogsys/catalog/c139
http://www.opengroup.org/certifications/o-ttps
http://www.iso.org/iso/catalogue_detail.htm?csnumber=67394
http://www.iso.org/iso/catalogue_detail.htm?csnumber=67394
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization%27sManagement.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization%27sManagement.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization%27sManagement.aspx
https://sharedassessments.org/about/
https://www.datenschutzzentrum.de/audit/
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2.3.2 Standards and schemes for Industry 4.0 and ICS (SWG 3.1)

Security)

Standard / Scheme Body Country / Industry  Link Ref.
ANSSI Cybersecurity for Industrial | ANSSI France https://www.ssi.gouv.fr/uploads/2014/01/industria | 5.2.1
Control Systems General ICS |_security WG_Classification_Method.pdf
https://www.ssi.gouv.fr/uploads/2014/01/industria
|_security WG_detailed_measures.pdf
API STD 1164 (Pipeline SCADA American Petroleum | USA https://global.ihs.com/doc_detail.cfm?document 5.2.2
Security) Institute (API) Oil and Gas name=AP|1%20STD%201164
BSI ICS Security Compendium Bundesamt flr Sicherheit | Germany https://www.bsi.bund.de/SharedDocs/Downloads/ | 5.2.3
in der Informationstechnik | General ICS EN/BSI/ICS/ICS-Security compendium.html
(BSI)
Catalog of Control Systems Department of Homeland | USA https://ics-cert.us- 5.2.4
Security Security (DHS) General ICS cert.gov/sites/default/files/documents/CatalogofR
ecommendationsVer7.pdf
ICS-CERT assessments: ICS-CERT USA https://ics-cert.us-cert.gov/Assessments 5.2.5
T CSET General ICS
1 DAR
1T NAWV
ISA/IEC 62433 (Security for ISA/IEC International https://webstore.iec.ch/searchform&g=62443 5.2.6
Industrial Automation and Control General ICS http://www.isasecure.org/en-US/
Systems)
NIST SP 800-82 (Guide to NIST USA http://dx.doi.org/10.6028/NIST.SP.800-82r2 5.2.7
Industrial Control Systems (ICS) General ICS

Note: Apart from the standards listed above, a large number of other recommendations, guidelines and best practices for ICS security were published
over the last decade by various public and private entities, both national and international. In 2011, ENISA published an over v i e w Pratdcting d
Industrial Control Systems - Annex lll: ICS Security Related Standards, Guidelines and Policy Documentso ,

[17E f .

0


https://www.ssi.gouv.fr/uploads/2014/01/industrial_security_WG_Classification_Method.pdf
https://www.ssi.gouv.fr/uploads/2014/01/industrial_security_WG_Classification_Method.pdf
https://www.ssi.gouv.fr/uploads/2014/01/industrial_security_WG_detailed_measures.pdf
https://www.ssi.gouv.fr/uploads/2014/01/industrial_security_WG_detailed_measures.pdf
https://global.ihs.com/doc_detail.cfm?document_name=API%20STD%201164
https://global.ihs.com/doc_detail.cfm?document_name=API%20STD%201164
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/ICS/ICS-Security_compendium.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/ICS/ICS-Security_compendium.html
https://ics-cert.us-cert.gov/sites/default/files/documents/CatalogofRecommendationsVer7.pdf
https://ics-cert.us-cert.gov/sites/default/files/documents/CatalogofRecommendationsVer7.pdf
https://ics-cert.us-cert.gov/sites/default/files/documents/CatalogofRecommendationsVer7.pdf
https://ics-cert.us-cert.gov/Assessments
https://webstore.iec.ch/searchform&q=62443
http://www.isasecure.org/en-US/
http://dx.doi.org/10.6028/NIST.SP.800-82r2
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2.3.3 Standards for energy networks and smart grids (SWG 3.2)

Standard / Scheme Body Country / Industry  Link Ref.
Cybersecurity Capability Maturity | US Department of Energy | US https://energy.gov/oe/cybersecurity-critical- 5.3.1
Model Energy, Electricity, | energy-infrastructure/cybersecurity-capability-

Oil and Gas maturity-model-c2m2-program
ISO/IEC 27019 (Information ISO/IEC International https://www.iso.org/standard/43759.html 5.3.2
security management guidelines General energy
based on ISO/IEC 27002 for systems
process control systems specific
to the energy utility industry)
NERC Critical Infrastructures NERC USA http://www.nerc.com/pa/Stand/Pages/CIPStandar | 5.3.3
Protection (CIP) standards 002 - Electrical Grid ds.aspx
009
NIST IR 7628 (Guidelines for NIST USA https://www.nist.gov/node/562431 5.3.4
Smart Grid Cybersecurity) Smart grids



https://energy.gov/oe/cybersecurity-critical-energy-infrastructure/cybersecurity-capability-maturity-model-c2m2-program
https://energy.gov/oe/cybersecurity-critical-energy-infrastructure/cybersecurity-capability-maturity-model-c2m2-program
https://energy.gov/oe/cybersecurity-critical-energy-infrastructure/cybersecurity-capability-maturity-model-c2m2-program
https://www.iso.org/standard/43759.html
http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nist.gov/node/562431
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2.3.4 Standards and schemes for transportation (road, rail, air, sea) (SWG 3.3)

Standard / Scheme Body Country / Industry  Link Ref.
RTCA DO-326A (Airworthiness RTCA International http://www.rtca.org/store_product.asp?prodid=11 | 5.4.1
Security Process Specification) Aviation 73
ISO-SAE 21434 (Road Vehicles i ISO / SAE International https://www.iso.org/standard/70918.html 5.4.2
Cybersecurity Engineering) Vehicles
SAE J3061 (Cybersecurity SAE International http://webstore.ansi.org/RecordDetail.aspx?sku= | 5.4.2
Guidebook for Cyber-Physical Vehicles SAE+J+3061-2016+(SAE+J3061-2016)
Vehicle Systems)
The Guidelines on Cyber Security | BIMCO et al. International http://www.srhmar.com/images/stories/pdf/Guidel | 5.4.3
onboard Ships Shipping ines_on_cyber_security _onboard_ships.pdf
2.3.5 Standards and schemes for financial services and insurance (SWG3.4)
Standard / Scheme | Body | Country / Industry  Link Ref. |
BITS Software Assurance BITS International http://fsroundtable.org/bits/about-bits/ 55.1
Framework Software
development
CBEST Bank of England UK http://www.bankofengland.co.uk/financialstability/ | 5.5.2
Financial service | fsc/Pages/cbest.aspx#
providers
ISO/IEC 27015 (Information ISO/IEC International https://www.iso.org/standard/43755.html 5.5.3
security management guidelines Financial service
for financial services) providers



http://www.rtca.org/store_product.asp?prodid=1173
http://www.rtca.org/store_product.asp?prodid=1173
https://www.iso.org/standard/70918.html
http://webstore.ansi.org/RecordDetail.aspx?sku=SAE+J+3061-2016+(SAE+J3061-2016)
http://webstore.ansi.org/RecordDetail.aspx?sku=SAE+J+3061-2016+(SAE+J3061-2016)
http://www.srhmar.com/images/stories/pdf/Guidelines_on_cyber_security_onboard_ships.pdf
http://www.srhmar.com/images/stories/pdf/Guidelines_on_cyber_security_onboard_ships.pdf
http://fsroundtable.org/bits/about-bits/
http://www.bankofengland.co.uk/financialstability/fsc/Pages/cbest.aspx
http://www.bankofengland.co.uk/financialstability/fsc/Pages/cbest.aspx
https://www.iso.org/standard/43755.html
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2.3.6 Standards and schemes for public services / eGovernment / Digital Citizenship (SWG 3.5)

Standard / Scheme

Body Country / Industry

Application Security and DISA USA http://iase.disa.mil/stigs/app-security/app- 5.6.1
Development Security Technical Federal IT systems | security/Pages/index.aspx
Implementation
Guide (STIG)
National Security Framework Entidad Nacional de | Spain https://administracionelectronica.gob.es/ctt/verPe | 5.6.2
(Esquema Nacional de Seguridad - | Acreditacion Public sector | stanaGeneral.htm?idIniciativa=ens&idioma=en#.
ENS) organisations and | WNpAE7u7r4Z
their service
providers
NIST SP 800-53 (Security and NIST USA https://web.nvd.nist.qov/view/800-53/Rev4/home | 5.6.3

Privacy Controls for Federal
Information Systems and
Organisations)

Federal IT systems



http://iase.disa.mil/stigs/app-security/app-security/Pages/index.aspx
http://iase.disa.mil/stigs/app-security/app-security/Pages/index.aspx
https://administracionelectronica.gob.es/ctt/verPestanaGeneral.htm?idIniciativa=ens&idioma=en#.WNpAE7u7r4Z
https://administracionelectronica.gob.es/ctt/verPestanaGeneral.htm?idIniciativa=ens&idioma=en#.WNpAE7u7r4Z
https://administracionelectronica.gob.es/ctt/verPestanaGeneral.htm?idIniciativa=ens&idioma=en#.WNpAE7u7r4Z
https://web.nvd.nist.gov/view/800-53/Rev4/home
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2.3.7 Standards and schemes for healthcare (SWG 3.6)

ISO/IEC 27799 (Health informatics | ISO/IEC International https://www.iso.org/standard/62777.html 5.7.1
- Information security
management in health using
ISO/IEC 27002)

ISO/IEC 62304 (Medical device ISO/IEC International http://www.iso.org/iso/home/store/catalogue_ics/ | 5.7.2
software i Software life cycle Medical software catalogue_detail_ics.htm?csnumber=71604
processes) development
IT Health CHECK Service (CHECK) | National Centre for Cyber | UK https://www.ncsc.gov.uk/articles/check- 5.7.3
Security (NCSC) Healthcare fundamental-principles
providers

2.3.8 Standards and schemes for smart cities and smart buildings (SWG3.7)

Standard / Scheme | Country /Industry  Link

ISA/IEC 62433 (Security for ISA/IEC International https://webstore.iec.ch/searchform&q=62443 5.8.1
Industrial Automation and Control General ICS http://www.isasecure.org/en-US/

Systems)



https://www.iso.org/standard/62777.html
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=71604
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=71604
https://www.ncsc.gov.uk/articles/check-fundamental-principles
https://www.ncsc.gov.uk/articles/check-fundamental-principles
https://webstore.iec.ch/searchform&q=62443
http://www.isasecure.org/en-US/
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2.3.9 Standards and schemes for telecom, media and content (SWG 3.8)

Standard / Scheme Body Country / Industry  Link Ref.
GSMA Security Accreditation GSMA International http://www.gsma.com/aboutus/leadership/commit | 5.9.1
Scheme UICC providers tees-and-groups/working-groups/fraud-security-
group/security-accreditation-scheme
ISO/IEC 27011 (Code of practice ISO/IEC International https://www.iso.org/standard/64143.html 5.9.2
for Information security controls
based on ISO/IEC 27002 for
telecommunications
organisations)
TL 9000 Quality Management QUEST Forum International http://www.t|19000.org/ 5.9.3
System ICT vendors
2.3.10 Standards and schemes for critical infrastructures
Standard / Scheme Body \ Country / Industry  Link Ref.
AEI Seal of Cybersecurity for AEI Spain General https://www.aeiciberseguridad.es/index.php/Sello | 5.10.1
Organisations _AEI
KRITIS Bundesamt flr Sicherheit | Germany http://www.kritis.bund.de/SubSites/Kritis/DE/Publi | 5.10.2
in der Informationstechnik | General kationen/publikationen_node.html
(BSI)
NIST Framework for Improving NIST USA https://www.nist.gov/cyberframework 5.10.3
Critical Infrastructure General
Cybersecurity (NIST
Cybersecurity Framework)
Référentiel Général de Sécurité ANSSI France https://www.ssi.gouv.fr/administration/reglementa | 5.10.4
(RGS) General tion/confiance-numerigue/le-referentiel-general-
de-securite-rgs/ (French only)



http://www.gsma.com/aboutus/leadership/committees-and-groups/working-groups/fraud-security-group/security-accreditation-scheme
http://www.gsma.com/aboutus/leadership/committees-and-groups/working-groups/fraud-security-group/security-accreditation-scheme
http://www.gsma.com/aboutus/leadership/committees-and-groups/working-groups/fraud-security-group/security-accreditation-scheme
https://www.iso.org/standard/64143.html
http://www.tl9000.org/
https://www.aeiciberseguridad.es/index.php/Sello_AEI
https://www.aeiciberseguridad.es/index.php/Sello_AEI
http://www.kritis.bund.de/SubSites/Kritis/DE/Publikationen/publikationen_node.html
http://www.kritis.bund.de/SubSites/Kritis/DE/Publikationen/publikationen_node.html
https://www.nist.gov/cyberframework
https://www.ssi.gouv.fr/administration/reglementation/confiance-numerique/le-referentiel-general-de-securite-rgs/
https://www.ssi.gouv.fr/administration/reglementation/confiance-numerique/le-referentiel-general-de-securite-rgs/
https://www.ssi.gouv.fr/administration/reglementation/confiance-numerique/le-referentiel-general-de-securite-rgs/
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2.3.11 Standards and schemes for general secure software development

Standard / Scheme Body Country Link Ref.
BSI PAS 754 (Software British Standards UK http://shop.bsigroup.com/ProductDetail/?pid=000 | 5.11.1
trustworthiness i Governance and | Institution (BSI) 000000030284608

management i Specification)

Building Security in Maturity Gary McGraw, Sammy International https://www.bsimm.com/ 5.11.2
Model (BSIMM) Migues, and Jacob West

ISO/IEC 21827 (Systems Security | ISO/IEC International https://www.iso.org/standard/44716.html 5.11.3
Engineering - Capability Maturity

Model)

Microsoft Security Development Microsoft International https://www.microsoft.com/en-us/sdl/ 5.11.4
Lifecycle

OWASP Software Assurance OWASP International https://www.owasp.org/index.php/OWASP_SAM | 5.11.5

Maturity Model

M_Project
http://www.opensamm.org/



http://shop.bsigroup.com/ProductDetail/?pid=000000000030284608
http://shop.bsigroup.com/ProductDetail/?pid=000000000030284608
https://www.bsimm.com/
https://www.iso.org/standard/44716.html
https://www.microsoft.com/en-us/sdl/
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/OWASP_SAMM_Project
http://www.opensamm.org/

ECSO State of the Art Syllabus v1

2.3.12 Standards and schemes for cybersecurity service providers

Standard / Scheme Body Country / Industry Link Ref.
ANSSI requirements for security ANSSI France https://www.ssi.gouv.fr/administration/qualificatio | 5.12.1
service providers (PDIS, PRIS, Service providers for ns/prestataires-de-services-de-confiance-
PASSI, PSCE, PSHE) 1 Incident detection qualifies/
1 Incident response
9 Information system
security auditing
 Electronic
certificates
 Electronic
timestamping
CREST Simulated Targeted Attack | Council for Registered | UK http://www.crest-approved.org/uk/what-we- 5.12.1

and Response (STAR)

Ethical Security
Testers (CREST)

Accreditation for
CBEST, see section
55.2

do/index.html

2.3.13 Standards and schemes for the payment industry

Standard / Scheme
PCI Data Security Standard

PCI SSC

Country / Industry
International
Card Payments

https://www.pcisecuritystandards.org/

5.13.1



https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/
http://www.crest-approved.org/uk/what-we-do/index.html
http://www.crest-approved.org/uk/what-we-do/index.html
https://www.pcisecuritystandards.org/
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2.3.14 Standards and schemes for 10T device vendors

Standard / Scheme Body Country / Industry Link Ref.
BITAG Internet of Things (loT) BITAG International https://www.bitag.org/report-internet-of-things- 5.14.1
Security and Privacy General security-privacy-recommendations.php
Recommendations
Future-proofing the Connected World | Cloud Security International https://cloudsecurityalliance.org/download/future- 5.14.1
Alliance loT General proofing-the-connected-world/
Working Group
GSMA loT Security Guidelines GSMA Internal http://www.gsma.com/connectedliving/gsma-iot- 5.14.2
Telecom security-guidelines-complete-document-set/
Industrial Internet of Things Security | Industrial Internet International http://www.iiconsortium.org/IISF.htm 5.14.3
Framework Consortium Industrial 10T systems
IoT Security Compliance Framework | loT Security International https://iotsecurityfoundation.org/best-practice- 5.14.5
Foundation General quidelines/
Online Trust Alliance loT Trust Online Trust USA https://otalliance.org/resources/iot-industry- 5.14.5
Framework Alliance General resources
OWASP Internet of Things Project OWASP International https://www.owasp.org/index.php/OWASP _Interne | 5.14.7
General t_of Things_Project
Strategic Principles for Securing the | Department of USA https://www.dhs.gov/securingtheloT 5.14.7
Internet of Things (loT) Homeland Security | General



https://www.bitag.org/report-internet-of-things-security-privacy-recommendations.php
https://www.bitag.org/report-internet-of-things-security-privacy-recommendations.php
https://cloudsecurityalliance.org/download/future-proofing-the-connected-world/
https://cloudsecurityalliance.org/download/future-proofing-the-connected-world/
http://www.gsma.com/connectedliving/gsma-iot-security-guidelines-complete-document-set/
http://www.gsma.com/connectedliving/gsma-iot-security-guidelines-complete-document-set/
http://www.iiconsortium.org/IISF.htm
https://iotsecurityfoundation.org/best-practice-guidelines/
https://iotsecurityfoundation.org/best-practice-guidelines/
https://otalliance.org/resources/iot-industry-resources
https://otalliance.org/resources/iot-industry-resources
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://www.dhs.gov/securingtheIoT
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2.4 Standards and schemes for security professionals

Standard / Scheme ‘ Body ‘ Link Ref.

CompTIA certifications (related to security) CompTIA https://certification.comptia.org/certifications 6.1

CREST certifications CREST http://www.crest-approved.org/uk/examinations/index.html 6.2

EC-Council certifications EC-Council https://www.eccouncil.org/programs/ 6.3

GIAC certifications GIAC https://www.giac.org/certifications/ 6.4

ISACA certifications ISACA http://www.isaca.org/Certification/Pages/default.aspx 6.5

ISA/IEC 62443 Cybersecurity Certificate Programs ISA https://www.isa.org/training-and-certifications/isa- 6.6
certification/isa99iec-62443/isa99iec-62443-cybersecurity-
certificate-programs/

(ISC)2 certifications (ISC)2 https://www.isc2.org/credentials/default.aspx 6.7

ISO/IEC 27021 (Competence requirements for ISO http://www.iso.org/iso/catalogue_detail.htm?csnumber=61003 6.8

information security management systems

professionals)

NCSC Certified Professional (CCP) certifications NCSC https://www.ncsc.gov.uk/scheme/certified-professional 6.9



https://certification.comptia.org/certifications
http://www.crest-approved.org/uk/examinations/index.html
https://www.eccouncil.org/programs/
https://www.giac.org/certifications/
http://www.isaca.org/Certification/Pages/default.aspx
https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/isa99iec-62443-cybersecurity-certificate-programs/
https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/isa99iec-62443-cybersecurity-certificate-programs/
https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/isa99iec-62443-cybersecurity-certificate-programs/
https://www.isc2.org/credentials/default.aspx
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61003
https://www.ncsc.gov.uk/scheme/certified-professional
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3 Cybersecurity standards and schemes
for products and components

3.1 Standards and schemes for generic IT
products

3.1.1 Certification de Sécurité de Premier Niveau (CSPN)

3.1.1.1 Focus

The Certification de Sécurité de Premier Niveau (CSPN) scheme was set up by the French
information security agency ANSSI in 2008. Under this scheme, the security of products is
evaluated mainly by means of limited-time black box testing. CSPN aims to offer a high level of
confidence on product security, while being less expensive or time-consuming than a Common
Criteria evaluation.

3.1.1.2 Associated Evaluation Scheme and Governance

The governance of the certification scheme is handled by ANSSI. The evaluations are carried out

by accredited 6Centres doé®valuation de | a s®curit
which act as independent third parties. A list of CESTIs accredited by ANSSI can be found here:
https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-centres-devaluation/

3.1.1.3 Process

The certification is based on criteria, a methodology and a process developed by ANSSI. The
certification can be done digitally. The basic process is as follows:

1. The sponsor (the party that requests certification of a product from ANSSI and that
finances the evaluation service) signs a contract with a CESTI.
2. The sponsor provides the product, its documentation and a Security Target (ST) to the
CESTI. The Security Target describes the product's security functions that should be
evaluated and the productds security requiremer
describes the product &@she theedts fom altich these assets as s et s
should be protected. If the product makes use of cryptographic measures, these should
be described as well, since the CSPN has specific requirements for the used algorithms,
key lengths, key management procedures, random number generators etc.
3. The evaluator
a Checks the productds Security Target and ot
b. Installs the product (if needed)
c. Performs a high-level source code review, if source code is made available.
d. Performs functional testing of the product's security functions and cryptographic
mechanisms.


https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-centres-devaluation/
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e. Performs testing of the resistance of these functions and mechanisms against
targeted attacks aimed at finding and exploiting vulnerabilities. This analysis takes

into account the time and resources spentandt he attacker 6s assumed

and expertise.

f.  Analyses whether the product contains known vulnerabilities, e.g. those published
in public databases.

g. Analyses how easily mistakes in the configuration or use of the product may lead
to vulnerabilities.

h. Optionally, meets with the productds

i. Evaluates the productdés wuse of crypt
applicable, by means of various methods such as source code analysis,
comparison to reference implementations and use of stubs and drivers.

4. The result of the evaluation is documented in an evaluation technical report (ETR) which
is sent to the ANSSI for validation.

5. ANSSI validates the ETR drafted by the CESTI, and decides whether or not to certify the
product. It drafts the certification report (an outtake of the ETR) and the certificate. With
the sponsors' agreement, it publishes the security target and the certification report on the
ANSSI website.

The CSPN processes distinguishes a so-called Observer role. The observer is an actor who is
concerned by the results of the evaluation. In general, this is a client of a user of the evaluated
product. The observer is kept informed of the start of the evaluation and the results
obtained.They may ask to receive the evaluation technical report.

In case a certified product is changed, a re-certification may be necessary.

A more detailed description of the process and methodology can be found here:
https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-procedures-formulaires-et-

methodologies/

3.1.1.4 Practice

As of 1 December 2016, 189 products had been evaluated. Of these, 75 have been certified®.
These products are divided into different categories, among which:

1 Secure storage devices / software

Operating systems

Firewalls

Intrusion detection systems

Antivirus software

Systems / software for identification, authentication and access control
Systems / software for secure communication or secure messaging

= =a -a -4 A A

3 It is not entirely clear to the authors what the status of the evaluated but non-certified products is.

develo
ograph


https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-procedures-formulaires-et-methodologies/
https://www.ssi.gouv.fr/administration/produits-certifies/cspn/les-procedures-formulaires-et-methodologies/
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Eleven CESTIs have been accredited, all of them in France.

One of the CESTI estimates that the typical CSPN evaluation consists of 25 days dedicated to
software security (protocol fuzzing, port scanning, etc.) and 10 days dedicated to the
cryptographic analysis (algorithm choices and key sizes, protocol analysis, etc.). It furthers claims
that a CSPN evaluation takes about half the time, and costs about one third, of a Common
Criteria certification.

3.1.1.5 Formal Status

Authors are not fully clear about whether or not the French government requires a CSPN
certification for products it buys or uses.

3.1.1.6 Relation to other standards / schemes

Although there is no formal relationship, the ANSSI website explicitly positions the CSPN as an
alternative for Common Criteria in product security. Parts of the process and terminology is
clearly based on CC.

3.1.2 Commercial Product Assurance (CPA)

3.1.2.1 Focus

The Commercial Product Assurance (CPA) scheme is a UK scheme aiming to evaluate

commercial off-the-shelf products, and their developers, against published security and

development standards. A security product that passes assessment is awarded a so-called
6Foundati on Gradebd certificati on.o dé@nonssate maod n s t he
commercial security practice and is suitable for lower-threat environments.

3.1.2.2 Associated Evaluation Scheme and Governance

The CPA certification scheme is governed by the NCSC (National Cyber Security Centre) in the

United Kingdom (formerlyc al | ed t he CESG) . The 6Foundation Grac
by independent NCSC-approved CPA test labs. A list of such test labs can be found at
https://www.ncsc.gov.uk/search?keyword=CPA&f[0]=type%3Atest lab.

3.1.2.3 Process

A vendor should first contact one of the approved CPA test labs to agree on the terms and initiate
testing of their product. The lab will then liaise with the NCSC to confirm the suitability of the
product for the assessment.

The following requirements apply:

9 only products which perform a security-enforcing function, such as firewalls, virtualisation
products and cryptography, are eligible to be certified.

1 vendors are expected to provide technical assistance to labs during evaluation to ensure
a good understanding of the product undergoing assessment.


https://www.ncsc.gov.uk/search?keyword=CPA&f%5b0%5d=type%3Atest_lab
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T evaluation involves mostly &bl ack boxd testing
commercially sensitive information, although this type of information may speed up the
assessment.

Products are tested against the so-called CPA Security Characteristics. Product developers need
these to fully understand which security enforcing functions will be assessed by the test labs.
Purchasers can use these to know more about what functionality has and has not been assessed
in a product. Specific security characteristics have been drawn up for the following product
categories:

=4

Data-at-rest encryption products

Data sanitisation products

Email encryption products

Software Execution Control products
Mobile Device Management solutions
Remote Desktop products

Firewalls

Secure real-time communication solutions
Virtualisation platforms

Virtual Private Network (VPN) solutions
Smart Meters

E R B N B I B R R

All CPA Security Characteristics can be found at https://www.ncsc.gov.uk/document/security-
characteristics-collection.

CPA certification is valid for two years and allows products to be updated during the lifetime of
certification as updates may be required to solve new vulnerabilities. Costs and duration not
known.

3.1.2.4 Practice

A list of certified products can be found through this link:
https://www.ncsc.gov.uk/searchtype/product?f[0]=field product certifications%253Afield assuran
ce%3A226

Currently, 129 different products have been certified.
3.1.2.5 Formal Status

UK government information assets may be classified into three types: OFFICIAL, SECRET and
TOP SECRET. A Foundation Grade CPA evaluation directly maps to the threat model for
OFFICIAL, which means that products that obtain CPA evaluation may be used to process and
store such information. Security-enforcing products used by UK governments or UK Critical
National Infrastructure and for which CPA Security Characteristics are in place (see above) must
obtain CPA certification.


https://www.ncsc.gov.uk/document/security-characteristics-collection
https://www.ncsc.gov.uk/document/security-characteristics-collection
https://www.ncsc.gov.uk/searchtype/product?f%5b0%5d=field_product_certifications%253Afield_assurance%3A226
https://www.ncsc.gov.uk/searchtype/product?f%5b0%5d=field_product_certifications%253Afield_assurance%3A226
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3.1.2.6 Relation to other standards / schemes

In some cases, commercial products can gain CPA Foundation Grade certification not only
through the CPA scheme, but also through Common Criteria (CC) certification. This is the case if

asocall ed 6CPA tsmfamptheiProgdion @fleshatwasusedi n t he product 0c¢

evaluation.

3.1.3 Common Criteria (CC)

3.1.3.1 Focus

The Common Ciriteria for Information Technology Security Evaluation (abbreviated as Common
Criteria or CC) is an international standard (ISO/IEC 15408) for computer security certification. It
is currently at version 3.1 revision 4. The standard comprises catalogues of functional and
assurance requirements, together with instructions on how to construct security specifications
and conduct independent security evaluations based on these requirements.

Common Criteria is a framework in which product users can specify their security functional and
assurance requirements through the use of Protection Profiles (PPs). Product manufacturers may
then implement and make claims about the security attributes of their products in a Security
Target, which may match one or more specific PPs. Testing laboratories can then evaluate the
product against its Security Target to determine whether it actually meets the claims. Common
Criteria provides assurance that the process of specification, implementation and evaluation of a
computer security product has been conducted in a rigorous, standard, and repeatable manner at
a level that is appropriate to the target environment.

Apart from stating the Security Functional Requirements of a class or products, a Protection
Profile or Security Target also establishes the level of confidence that may be attributed to the
product's security features through the security assurance processes:

1 Security Assurance Requirements (SARs) that are descriptions of measures taken during
development and/or evaluation of the product to assure compliance with the claimed
security functionality. For example, an evaluation may require that all source code is kept
in a change management system, that full functional testing is performed, or that a certain
level of vulnerability analysis (penetrating testing) is reached.

1 The Evaluation Assurance Level (EAL) is a numerical rating describing the depth and
rigor of an evaluation. Each EAL corresponds to a package of security assurance
requirements (SARs, see above) which covers the complete development of a product,
with a given level of stricthess. Common Criteria lists seven levels, with EAL 1 being the
most basic (and therefore cheapest to implement and evaluate) and EAL 7 being the

mo s t stringent (and most expensive) . Hi gher
me d

securityo, they only mean that the cl ai
(TOE) has been more extensively verified. However, for lower EALs the bar to pass
vulnerability analysis can be lower. Therefore, in practice there is a correlation. EALs may
be augmented with additional assurance activities from Part 3 of the CC, resulting in a
EAL level such as EAL4+.

E

sec


https://en.wikipedia.org/wiki/International_standard
https://en.wikipedia.org/wiki/International_Organization_for_Standardization
https://en.wikipedia.org/wiki/International_Electrotechnical_Commission
https://en.wikipedia.org/wiki/Computer_security
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3.1.3.2 Associated Evaluation Scheme and Governance

The Common Criteria Recognition Arrangement (CCRA) is an arrangement between participating
evaluation schemes and other interested organisations. The participating schemes ensure that
products are evaluated by competent and independent licensed laboratories to common
standards, so as to determine the fulfilment of particular security properties, to a certain extent or
assurance. The resulting certificates are then recognised by all the signatories of the CCRA.

Note that certificate recognition means that CCRA participants recognize that the evaluation
scheme in the certificate authorizing nation correctly performed all of the activities involved in CC
and CCRA processes. This does not imply that the certified IT product met the security
requirements of another CCRA participant nation. To achieve the latter purpose, collaborative
Protection Profiles (cPP) are developed by International Technical Communities consisting of
vendors, test laboratories, CCRA nations, and academia. cPPs are developed with strong
engagement and endorsement of all CCRA participant nations.

Within the CCRA only evaluations using collaborative protection profiles, up to Evaluation
Assurance Level 2 (EAL 2) are mutually recognised (including augmentation with flaw
remediation). In parallel with the CCRA, the European countries within the former ITSEC scheme
recognise higher EALs under the so-called SOG-IS European Mutual Recognition Agreement
(SOG-IS MRA). Most but not all SOG-IS members are also CCRA members. The SOG-IS MRA
covers two technical domains: Smartcards and Similar Devices and Hardware Devices with
Security Boxes.

The overall governance of the Common Criteria scheme is similar under both agreements.
Certificates can be independently issued by any of the Certificate Authorizing Schemes. Each of
these Schemes has recognized a number of evaluation laboratories, which carry out the actual
product evaluations.

3.1.3.3 Process

The evaluation serves to validate claims made about a product. To be of practical use, the
evaluation must verify the product's security features. This is done as follows:

1. A Protection Profile may be created by a user community, which identifies security
requirements for a class of products (for example, smart cards used to provide digital
signatures or network firewalls). These Security Functional Requirements are taken (and
adapted) from Part 2 of the Common Criteria standard (ISO/IEC 15408).

2. The Protection Profile is certified by an independent test laboratory to make sure that it
complies with all applicable CC requirements.

3. A product vendor chooses to create a product complying with one or more PPs and writes
a Security Target explaining how the security requirements in these PPs are met by the
product. If a PP does not exist for the product type the vendor may prepare their own
Security Target directly.

4. A recognized evaluation laboratory selected by the vendor evaluates the product (Target
of Evaluation, ToE) against the Security Target to make sure that the claims made by the
vendor in the ST are actually valid.

5. Based on the evaluation report, the Certificate Authorizing Scheme that recognized the
laboratory issues a Common Criteria certificate for the product.
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Note that Common Criteria describes the set of general actions the evaluator is to carry out., but
does not specify procedures to be followed in carrying out those actions. Supporting
documentation (https://www.commoncriteriaportal.org/files/operatingprocedures/2006-09-003.pdf)
defines how the criteria and evaluation methods are applied when certifying specific technologies.
They replace multiple individual interpretations, and hence provide clarity for developers,
evaluators, and users. Their relevance and use for particular technologies is approved by the CC
Management Committee following submission of a suitable rationale. Their subsequent
maintenance is a responsibility of the CC Development Board. There are two classes of CC
supporting documentation:

1 Those that are termed 'Mandatory Supporting Documents', and are required to have been
applied when a product involving the particular technology is certified to support mutual
recognition.

1 Those that are termed 'Guidance Supporting Documents' contain more general advice.

Additionally, for evaluations under the SOG-IS agreement additional guidance applies; see
http://www.sogisportal.eu/uk/supporting_doc_en.html. Examples of this include:

1 The SOG-IS Crypto Evaluation Scheme, which recognises agreed cryptographic
mechanisms, in particular with regard to their security strength, and offers guidance on
conformance testing and the evaluation of the security architecture and implementation of
the cryptographic measures implemented in an IT product.

1 The SOG-IS Joint Interpretation Working Group (JWIG) Minimum Site Requirements,
which defines a set of minimum requirements for the security of the site where a product
is developed. These requirements are applicable from EAL3 upwards, but especially for
EAL4+ and higher. They are mandatory for Common Criteria evaluations of smartcards
and similar devices, including related software development, but can be verified during
any type of Common Criteria evaluation.

T The guidance document 6Application of Attack P
called JHAS rating methodology for attacks on the security of a smart card. For more
information, see Appendix 1.

3.1.3.4 Practice

A typical evaluation can take anywhere from six to fourteen months. Consequently, evaluation is
costly; the exact amount depends on the complexity of the product and the desired Evaluation
Assurance Level. Note that this is only for the evaluation of a specific TOE against an existing
Protection Profile or using no Protection Profile. In case a new Protection Profile is necessary, the
process of certification of such a PP may again take a year.

3.1.34.1 CCRA

The CCRA covers mutual recognition between evaluation schemes for evaluations against
collaborative protection profiles up to EAL1-2.

A list of Certificate Authorizing Schemes under the CCRA can be found at
http://www.commoncriteriaportal.org/ccra/schemes/; it lists 17 nations. An additional 10 countries
are listed as Certificate Consuming Members, meaning they accept Common Criteria certificates
but do not issue them.
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A list of certified Protection Profiles can be found at http://www.commoncriteriaportal.org/pps/.
Currently over 130 PPs are listed, 6 of which are cPPs.

A list of licensed laboratories can be found at http://www.commoncriteriaportal.org/labs/; it lists 69
labs. However, there is some overlap in this list, as some laboratories are licensed under multiple
Authorizing Schemes.

A list of certified products can be found at
https://www.commoncriteriaportal.org/rss/certified products.xml. As of March 2017, the list
contained over 2800 products.

3.1.3.4.2 SOG-IS MRA

The number of European countries participating in the SOG-IS MRA is 11. Each of these

countries has qualified a number of IT Security Evaluation Facilities (ITSEFs) that carry out the

actual evaluations. An ITSEF may be qualified f or 6 Al | Pré4dutosdo8maEAtarnld
similar devi7c e san do/norE ALolr O0Har dware Devi €73 wi t h ¢
there is some overlap in the list. The full list of ITSEFs can be found at
http://www.sogis.org/uk/status _participant_en.html.

3.1.3.5 Formal Status

Common Criteria is often used as the basis for a government-driven certification scheme, and
typically evaluations are conducted for the use of government agencies and critical infrastructure.

3.1.3.6 Relation to other standards / schemes

Common Criteria is adopted as the ISO/IEC 15408 standard. Several companion standards exist:

1 ISO/IEC 18045 (Common Evaluation Methodology) defines the minimum actions to be
performed by an evaluator in order to conduct an ISO/IEC 15408 evaluation. Note that
this standard does not define evaluator actions for certain high-assurance Common
Criteria components, where there is no generally agreed guidance.

1 ISO/IEC TR 20004 refines the AVA_VAN assurance family activities defined in ISO/IEC
18045, and provides more specific guidance on the identification, selection and
assessment of relevant potential vulnerabilities in order to conduct an ISO/IEC 15408
evaluation of a software target of evaluation.

1 ISO/IEC NP 19896-3 contains competence requirements for the knowledge, skills and
effectiveness of Common Criteria evaluators.

Several other schemes for product security evaluation have been based on or greatly influenced
by Common Criteria. Often, these schemes aim to strike a balance with the thoroughness of a full
Common Criteria evaluation and the costs and throughput time of such an evaluation. Such
schemes include:

1 the CSPN scheme (section 3.1.1)

the CAP scheme (section 3.6.2)

the CPA scheme (section 3.1.2)

the NITES scheme (section 3.1.5)

the EMVCo Security Evaluation scheme (section 3.5.1)

ENE N
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1 the MIFARE Security Evaluation scheme (section 3.9.1)

An ASD Cryptographic Security Evaluation (section 3.6.1) is only possible for products that
already have been CC-certified.

3.1.4 European Privacy Seal

3.1.4.1 Focus

The European Privacy Seal certifies that an IT product or IT-based service facilitates the use of
that product or service in a way compliant with European regulations on privacy and data
protection and taking into account the legislation in the EU Member States. The privacy certificate
aims to facilitate an increase of market transparency for privacy relevant products and an
enlargement of the market for Privacy Enhancing Technologies and finally an increase of trust in
IT.

The scope can be either an IT product or an IT service.

IT products or services suitable for certification are products or services which are meant to be
used by a multitude of users and will results in the IT-based processing of personal data.
Basically, the following types of IT products are to be distinguished:

1 Hardware products such as a hardware firewall or an external hard disk which provides
for proper encryption of data

1 Software products such as database applications, a software module for the obfuscation
of video data or an age verification module to be used with cigarette vending machines.
The meaning of the notion software products includes mobile apps. However, software
that is provided as software as a service (SaaS) qualifies as an IT based service rather
than as an IT product.

The Target of Evaluation (ToE) is the concrete object of an evaluation. It may be either one or
several part(s) of an IT product, a complete product or even a combination of several products.

Manufacturers and vendors of IT products and providers of IT-based services can apply for a seal
even if they are not subject to EU data protection law, but want to prove the compliance of their
processing operations with EU law nevertheless. This may cover, but is not limited to the subject
matter of Article 46(2) (f) of the GDPR, ref. [2].

3.1.4.2 Associated Evaluation Scheme and Governance
EuroPriSe governs the European Privacy Seal, its criteria, and the acting certification authority.
The procedure consists of an evaluation of the IT product or IT service by admitted legal and IT

experts and a validation of the evaluation report by the certification authority.

Find a list of registered experts bellow: https://www.european-privacy-seal.eu/EPS-en/register-of-
experts
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3.1.4.3 Process

EuroPriSe criteria translates the regulatory requirements into questions that can be answered in
the context of an audit or certification. The EuroPriSe criteria and requirements for the
certification of IT products and IT-based services can be found here:

https://www.european-privacy-seal.eu/AppFile/GetFile/e5ed7122-74b1-4f75-a5af-fb0c317bd20b

Not each and every question will be applicable to each and every product or service. The
certification authority shall ensure that in any certification procedure the relevant criteria are
applied and that all related questions are answered in a plausible manner, the appropriate
granularity, and at a uniform and comparable level. Together with a transparent certification
procedure conducted by a financially independent and impartial third party they build the
foundation for confidence and trust.

The process looks as follows:

Choose and contact a legal and a technical expert from the expert register
Discuss evaluation with experts
Contact the certification authority and schedule a preparatory first meeting
Agree on evaluation with experts
Apply for certification and conclude a Certification Agreement with the Certification
Authority
Experts conduct evaluation
Manufacturer/Service provider hands in
o0 Evaluation Report (confidential) compiled by legal and technical expert and
approved by manufacturer
o0 Short Public Report (public) compiled by legal and technical expert and approved
by manufacturer

= =4 =4 -8

= A

The costs: evaluations by experts are subject to remuneration; fees are individually negotiated by
the parties.

The effort; certification efforts (validation by certification authority) are subject to remuneration.
EuroPriSe certification fees are available on request.

3.1.4.4 Practice

Find below and overview of the certified (awarded seals) products and services:
https://www.european-privacy-seal.eu/EPS-en/Awarded-seals

3.1.4.5 Formal Status
The European Privacy Seal is not formally required by any government or public authority.

However, the European Privacy Seal could help to show compliance to applicable laws and
regulations, e.g. the General Data Protection Regulation (see ref. [2]).
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3.1.4.6 Relation to other standards / schemes

The latest version of the EuroPriSe criteria incorporates the new legal requirements that are
introduced by the General Data Protection Regulation (GDPR, ref. [2]) which will be applicable
from late May 2018 in all of the EU. Its predecessor is built on the requirements of the General
Data Protection Directive (Directive 95/46/EC). Both versions integrate also other important EU
regulations in relation to data protection, such as the ePrivacy Directive (ref. [4] and [5]).

EuroPriSe offers applicants the possibility to conduct combined certification projects together with
ULD to receive the ULD Giitesiegel; see section 3.1.8.6.

3.1.5 National IT Evaluation Scheme (NITES)

3.1.5.1 Focus

The Singaporean National IT Evaluation Scheme (NITES) was setup by the Security
Accreditation Committee (SAC). The NITES scheme specifications and requirements were not
made public by CSA. There are four categories of products that can be evaluated under NITES:
secure portable storage, network related devices (i.e. VPN), file/folder encryption, and key
management solutions (i.e. HSM).

3.1.5.2 Associated Evaluation Scheme and Governance

The Cyber Security Agency (CSA) is acting as the Validation Body on behalf of SAC.
Currently, there is only one active accredited test laboratory.

3.1.5.3 Process

NITES evaluation are performed according to the NITES Evaluation Methodology, which is
approximately equivalent to the EAL4+ package in Common Criteria.

Evaluation is to be performed by an accredited test lab.
3.1.5.4 Practice

The NITES scheme is active. Prospective vendors to government agencies are told to get
equipment NITES evaluated and are directed to a test lab and/or CSA for advice on evaluation.

Products that pass evaluation are listed on the Government Evaluated Security Product List
(GESPL). Unfortunately, this list is not publicly accessible.

3.1.5.5 Formal Status

Ministries, Agencies and Statutory Boards of the Singapore Government must utilise the GESPL
to identify suitable IT products for their sensitive deployments.an

CSA is in the process of being accredited by Common Criteria as an issuing Certification Body.
Once this is complete, the NITES scheme would lose its relevance.
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3.1.5.6 Relation to other standards / schemes

NITES is an adaptation of Common Criteria v3.1, approximately EAL4+ with additions mainly on
ATE_IND-2 (Independent Testing) and AVA_VAN-5 (Vulnerability Analysis). NITES has a
provision to recognise EAL4 CC-certified products (with some conditions or additional tests
performed).

3.1.6 Software Improvement Group (SIG) Software Quality
Model for Security

3.1.6.1 Focus

The Software Improvement Group (SIG) Software Quality Model for Security is based on ISO
25010 and describes five quality characteristics of software security and their relation to nine
system properties. The model describes the generic controls that need to be in place and
describes specific controls that are needed depending on the situation. This way, the model
offers a technology and context-independent frame of reference to evaluate controls.

3.1.6.2 Associated Evaluation Scheme and Governance

The Software Improvement Group is headquartered in Amsterdam, with regional offices in the
Nordics, Belgium, Germany and Greece. Its mission is to give organisations the detailed insight
they need to achieve better code quality and productivity.

A SIG software security evaluation involves a combination of systematic expert code review and

the application of commercial and open source tooling. Each system property (e.g. data

transport) represents a view of the system, and for each property a number of sub-properties are

described that represent controls (best practices) that need to be in place. The criteria are in the

relevant standards. Scoring the sub-pr operti es wi t hr 6dvetark@dn g & nlog anchd 61t |
between one and five stars for each system property. Each system property has relations to one

or more software security characteristics (e.g. confidentiality), leading to a score for each of these
characteristics. This eventually leads to a final system score between one and five stars.

3.1.6.3 Process

Companies wishing to have a SIG Security Evaluation of their software should start by contacting
SIG.

3.1.6.4 Practice

The ISO 17025-certified SIG evaluation lab has applied the Quality model for Security more than
100 times.

3.1.6.5 Formal Status

None.
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3.1.6.6 Relation to other standards / schemes

The SIG Security Evaluation is partly based in ISO 25010 (System and Software Quality Model)
and binds leading standards into one framework to evaluate and measure the quality of security
in software.

The SIG model contains a library of mappings to relevant standards (e.g. OWASP ASVS, see
section 3.7.1).

3.1.7 UL Cybersecurity Assurance Program (UL 2900-1 / 2)

3.1.7.1 Focus

As cyber-attacks become more sophisticated, harder to protect against, and costlier than ever,
security precautions are critical. It is estimated that by 2018, 66% of networks will have an loT
security breach. Product manufacturers worldwide are asking for support in their organisations to
bring safer and more secure products and systems to market. Purchasers wanted to address
security in their supply chain by having an independent trusted third party perform assessments
on connected products and on the vendors that manufacture, install, operate, and maintain those
products.

The aim of the UL Cybersecurity Assurance Program (UL CAP) is to mitigate safety and
performance risks that are inherent to the use of connected products. By using the UL 2900
series of cybersecurity standards, UL CAP offers testable cybersecurity criteria for network-
connectable products.

The UL 2900 series was developed with input from major stakeholders representing the U.S.
Federal government, academia and industry. The series consists of the following standards:

9 UL 2900-1 (Software Cybersecurity for Network-Connectable Products, Part 1. General
Requirements)

UL 2900-2-1 (Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare Systems)

T UL 2900-2-2 (Software Cybersecurity for Network-Connectable Products, Part 2-2:
Particular Requirements for Industrial Control Systems)

3.1.7.2 Associated Evaluation Scheme and Governance

The evaluation scheme and governance is performed by UL. The testing lab that tests against the
UL 2900 standard for network-connectable devices is separated (within UL) with the Evaluation
Scheme that approves and hands-out the actual certificate.
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3.1.7.3 Process

UL 2900 Series of Standards
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NETWORK-CONNECTABLE PRODUCTS & SYSTEMS

The UL 2900 series of standards contains the ability to test and evaluate based on the following
criteria:

1 Fuzz testing of products to identify zero day vulnerabilities over all interfaces
1 Evaluation of known vulnerabilities on products that have not been patched using the
Common Vulnerability Enumerations (CVE) scheme
9 Identification of known malware on products
9 Static source code analysis for software weaknesses identified by Common Weakness
Enumerations (CWE)
9 Static binary analysis for software weaknesses identified by Common Weakness
Enumerations (CWE), open source software and third party libraries
1 Specific security controls identified for use in products that reduce the security risk
associated with:
0 Access control and authentication on products
0 Cryptography used in products
0 Remote communications to products
0 Software updates on products
0 Decommissioning of products
9 Structured penetration testing of products based on flaws identified in other tests
1 Risk assessment of product security mitigation designed into products.

The price and duration of the UL CAP depends on the scope of the product.
3.1.7.4 Practice

UL 2900 was released on April 2016. To date (22-Feb-2017) two products have been certified
against UL CAP.

3.1.7.5 Formal Status
None. However, the UL CAP services and software security efforts are recognised within the U.S.

White House Cybersecurity National Action Plan (CNAP) as a way to test and certify network-
connectable devices within the I0T supply chain.
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3.1.7.6 Relation to other standards / schemes

A UL CAP assessment for network-connectable devices (based on UL 2900-1 or one of the part
of UL 2900-2) may or may not be done together with an assessment of the organisation, based
on UL 2900-3. Certification of the product is only possible if the organisation is assessed as well;
otherwise, only a Product Evaluation Report Summary will be issued.

3.1.8 ULD Datenschutz-Gitesiegel

3.1.8.1 Focus

The scope of the ULD Datenschutz-Gitesiegel (Data Protection Seal of Quality) encompasses IT
products in general, i.e. hardware, software, automated processes and services. A prerequisite is
that they are suitable for use by public authorities.

A Glutesiegel certifies that the compatibility of a product with the rules on data protection and data
security has been established in a formal procedure. On this basis, the ULD recommends the use
of the product by the public authorities in the federal state of Schleswig-Holstein.

The ULD provides a regularly updated catalogue stating the requirements for IT products with
regard to privacy protection, which can be found at
https://www.datenschutzzentrum.de/uploads/qguetesiegel/guetesiegel-anforderungskatalog.pdf (in
German).

3.1.8.2 Associated Evaluation Scheme and Governance

The goals o f the dédUnabh?2ngige®datl ans elld emépendem Sfatg
Centre for Data Protection) are:

1 Following up all alleged data protection violations and sending the concerned parties a
written final assessment.

1 Monitoring the processing of data by Schleswig-Holstein authorities; objecting to
violations of the data protection law and demanding rectification of defects.

9 Advising authorities, corporations and citizens on all data protection issues, for example
when setting up new computer systems or when questions arise on the interpretation of
data protection law or legislation.

3.1.8.3 Process

Manufacturers or vendors commission a specialist or test centre of their choosing, accredited by
the ULD. The test centre then carries out legal and technical checks on the product. The product
is checked for compatibility with the provisions on privacy protection and data security. Particular
attention is paid to data avoidance and minimization, to data security and revisability and to
ensuring the rights of those concerned.

The results are documented in a specialist report. This report and the application for certification
are then submitted to the ULD. If the ULD approves the product as legally and technically correct,
then a privacy protection seal is awarded for two years.

=
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The seal of approval is awarded for a precisely described program version. If a modified version
is to be distributed, manufacturers, experts and the ULD jointly check in a simplified procedure
whether the modified product can bear the seal of approval. For fundamental changes, a new
certification must be carried out.

3.1.8.4 Practice

Over 80 accredited test centres (or experts) are listed on the ULD Gitesiegel website. The
number of approved products (since 2007) is over 50.

The European Union currently partly funds the ULD Datenschutz-Gutesiegel programme as part
of its "e-region Schleswig-Holstein" programme. Thanks to this financial support, small and
medium-sized enterprises (SME) in the region are being offered an incentive to obtain a ULD
Datenschutz-Gutesiegel for their information technology products, whether software, hardware or
automated processes. Companies meeting the funding criteria under the "eRegion Schleswig-
Holstein" initiative receive a fixed sum to partially offset the costs of the certification. The ULD
also provides its standard chargeable services in the certification process free of charge in these
cases.

3.1.8.5 Formal Status

There is no legal obligation for the ULD Giitesiegel. However, public authorities in Schleswig-
Holstein are legally bound to give preference to products that meet the data protection
requirements when procuring IT products.

3.1.8.6 Relation to other standards / schemes

The ULD offers applicants the possibility to conduct combined certification projects together with
EuroPriSe, see section 3.1.4

In case of a combined certification project, EuroPriSe and ULD collaborate closely. Privacy
professionals who are accredited as legal and technical experts for both certification schemes
may hand in a single evaluation report dealing with the requirements of both schemes. Either the
EuroPriSe certification authority or ULD takes the lead in the certification project and is primarily
responsible for the validation of the evaluation report. The competent employees of the other
certification scheme build on the findings of the employees of the leading scheme and focus on
verifying that requirements resulting from the particularities of their certification scheme (e.g.,
specific legal provisions of German or Schleswig-Holstein law) are met. This approach comes
with synergetic effects that may lead to a reduction of the overall certification costs. In order to
collaborate in a combined certification project, the EuroPriSe and ULD must be permitted by the
applicant to exchange information that is relevant for the conduct of the certification project.

Successful finalisation of a combined certification project results in the award of both the
European Privacy Seal and the ULD-Gtesiegel.
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3.2 Standards and schemes for products used in
Industry 4.0 and ICS (SWG 3.1)

3.2.1 ISA/IEC 62443 (Security for Industrial Automation and
Control Systems)

3.2.1.1 Focus
See section 5.2.6.1.
3.2.1.2 Associated Evaluation Scheme and Governance

The ISA Security Compliance Institute (ISCI), a not-for-profit automation controls industry
consortium, manages t he | SASecur eE conformance
independently certifies industrial automation and control (IAC) products and systems to ensure

that they are robust against network attacks and free from known vulnerabilities.

ISASecure does not offer assessments for integrator site engineering practices or asset owner
operations and maintenance practices. ISASecure certifies off-the-shelf systems; not the site
engineered / deployed systems.

ISCI offers three certifications in alignment with ISA/IEC 62443, see http://www.isasecure.org/en-
US/Certification:

1 ISASecure Embedded Device Security Assurance (EDSA) Certification, which is primarily
based on IEC 62443-4-1 and |IEC 62443-4-2.

1 ISASecure System Security Assurance (SSA) Certification, which is primarily based on
IEC 62443-3-3.

1 ISASecure Security Development Lifecycle Assurance (SDLA) Certification

The first two certifications take into account both functional security and secure software
development, and are available in different rigor levels. A supplier that holds an ISASecure SDLA
certification thereby meets the SDLA evaluation element required to achieve ISASecure
certification for their products or control systems. A supplier applying for a product certification
that does not hold an SDLA process certification at the appropriate level, will undergo an SDLA
evaluation at this level as a part of the ISASecure product evaluation itself.

Note: the IECEE is establishing the IECEE System Industrial Cyber Security Program, see
section 5.2.6.2. From the published guidance documentation, it appears that the scope of this
program will also include products. This certification is therefore an alternative to ISASecure
certification.

3.2.1.3 Process

ISCI does not operate an internal testing lab, but instead partners with qualified labs to perform
industrial automation and control systems (IACS) cybersecurity assessments. A list of accredited
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ISASecure Certification Bodies can be found at http://isasecure.org/en-US/Certification-
Bodies/Accredited-ISASecure-Certification-Bodies. As per February 2017, two companies were
listed.

The product certification process is not specified in detail on the ISASecure website. Instead,
suppliers are directed to contact one of the accredited Certification Bodies.

ISCI has also qualified a number of test tools for automated security testing. A list of such tools
can also be found on the website.

3.2.1.4 Practice

A list of ISASecure EDSA-certified devices can be found at http://www.isasecure.org/en-US/End-
Users/ISASecure-Certified-Devices. As per February 2017, around 15 devices were listed, mostly
DCS controllers.

3.2.1.5 Formal Status

The government of Japan has adopted ISASecure as part of their critical infrastructure protection
scheme and has set up an accredited test lab to process certifications locally in Japan.
Japanese-language translations of ISASecure certification specifications are available on the
Japanese ISASecure Certification Scheme web pages.

3.2.1.6 Relation to other standards / schemes

See section 5.2.6.6.

3.2.2 1ACS Cybersecurity Certification Framework

3.2.2.1 Focus

The European Reference Network for Critical Infrastructure Protection (ERNCIP) project aims to
foster the emergence of innovative, qualified, efficient and competitive security solutions, through
the networking of European experimental capabilities.

One of the Thematic Groups within ERNCIP deals with Industrial Automated Controls Systems

(I ACS) cybersecurity <certi fmcauemgeithe provisibnhof sertifigd o up 6 s
components as a contr i b-ddpth oyber-defenca. The wookwfithisggroupACS 6 i n
has led to an elaborate proposal for a European IACS components Cybersecurity

Certification Framework (ICCF). The ICCF focuses on the security of IACS components, rather
than subsystems or even complete IACSs.

The ICCF Framework proposes a IACS Compliance & Certification Scheme (ICCS), which
consists of four levels:

1 ICCS-Al (Self-declaration of compliance) - intended for common, non-critical products.
1 ICCS-A2 (Third-party compliance assessment) - also intended for common, non-critical
products, but offers an enhanced level of evaluation.
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1 ICCS-B (Cyber resilience certification) i intended for products used in critical
infrastructures

1 ICCS-C (Full cyber resilience certification) i intended for products used in the most
critical environments, such as defence systems and nuclear industries.

3.2.2.2 Associated Evaluation Scheme and Governance

The evaluation scheme for the European ICCF scheme and the governance of this scheme are
still under discussion. The following parties are proposed to have a role:

1 The European Commission

International standardisation bodies

The Thematic Group of the European Joint Research Centre (JRC)
National cybersecurity agencies

Corporate stakeholders (vendors, buyers, certifiers, laboratories).

E RN

3.2.2.3 Process

The proposed evaluation process bears similarities to Common Criteria, see section 3.1.3. It uses
Protection Profiles for generic o6classesd of devi
device implementation.

3.2.2.4 Practice

None yet. Trials have been scheduled for 2017; the scheme is planned to go live in 2018.
3.2.2.5 Formal Status

None.

3.2.2.6 Relation to other standards / schemes

The ICCF scheme takes into account especially the work done in the ISA/EC 62443 standards;
see section 3.2.1. For example, the IEC 62443-4-2 standard was adopted as the basic set of

cybersecurity requirements. Moreover, the proposed evaluation scheme is heavily influenced by
Common Criteria.
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3.3 Standards and schemes for products used in
energy networks and smart grids (SWG 3.2)

3.3.1 |IEEE 1686 (Substation Intelligent Electronic Devices
(IEDs) Cyber Security Capabilities)
3.3.1.1 Focus

This standard defines the functions and features to be provided in intelligent electronic devices
(IEDs) to accommodate critical infrastructure protection programs. Security regarding the access,
operation, configuration, firmware revision and data retrieval from an IED are addressed.

More info: https://standards.ieee.org/findstds/standard/1686-2013.html

3.3.1.2 Associated Evaluation Scheme and Governance

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods
and services related to the scope of the IEEE standard.

The IEE 1686 standard is sponsored by the IEE PES Power & Energy Society (http://www.ieee-
pes.org/) that provides the world's largest forum for sharing the latest in technological
developments in the electric power industry.

NIST (the National Institute of Standards and Technologies) has been tasked with laying out a

plan for the transformation of the U.S.06s aging en
As part of their task, theybéve put together an ope
development called the Smart Grid Interoperability Panel (SGIP). NIST and the SGIP are

selecting a framework of standards which are being used as the backbone of the new Smart Grid.

The IEEE 1686 standard is one of these.

3.3.1.3 Process

Not applicable.

3.3.1.4 Practice

Not known.

3.3.1.5 Formal Status

None.

3.3.1.6 Relation to other standards / schemes

This standard is designed to provide the tools and features for a user to implement an IED
security effort in response to NERC CIP requirements; see section 5.3.3.


https://standards.ieee.org/findstds/standard/1686-2013.html
http://www.ieee-pes.org/
http://www.ieee-pes.org/
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This standard references:

1 IEEE 1711 Trial-use standard for a cryptographic protocol for cyber security of substation
serial links.

Other standards that reference this standard:

i IEEE 1815 Electric Power Systems Communications-Distributed Network Protocol
(DNP3).

T ETSI - TR 103 118 Machine-to-machine communications (M2M); smart energy
infrastructures security; review of existing security measures and convergence
investigations.

1 IEC/TR 62351-10: Power Systems Management and Associated Information Exchange 1
Data and Communications Security i Part 10: Security Architecture Guidelines.

1 IEC TR 62351-13: Power systems management and associated information exchange -
data and communications security - part 13: guidelines on security topics to be covered in
standards and specifications.

3.3.2 IEEE C37.240 (Cybersecurity Requirements for
Substation Automation, Protection, and Control Systems)

3.3.2.1 Focus

This document provides technical requirements for substation cybersecurity. It presents sound
engineering practices that can be applied to achieve high levels of cybersecurity of automation,
protection, and control systems independent of voltage class or criticality of cyber assets.
Cybersecurity includes trust and assurance of data in motion, data at rest, and incident response.

These requirements are categorized as follows:

1 High level requirements and priorities for interface categories
System communications components

Functional Requirements

User authentication and authorization

Data-in-motion protection

Configuration management

Security event auditing and analysis/incident response
Security testing

= A =a -8 -4 -8 n

3.3.2.2 Associated Evaluation Scheme and Governance
There is no official evaluation scheme regarding this standard.

The Institute of Electrical and Electronics Engineers (IEEE) is a member based organization. Its
activities include developing standards dedicated to advance technology for the benefit of
humanity.
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3.3.2.3 Process

None.

3.3.2.4 Practice

Not publicly known.

3.3.2.5 Formal Status

None.

3.3.2.6 Relation to other standards / schemes

Related standards include:

1 IEC 62351-8, Power systems management and associated information exchanged Data
and communications securityd Part 8: Role-based access control)

3.4 Standards and schemes for products used in
the telecom industry (SWG3.8)

3.4.1 GSMA Network Equipment Security Assurance Scheme

3.4.1.1 Focus

The Network Equipment Security Assurance Scheme (NESAS) of the GSMA is focused on
Product Security Assurance for network equipment defined by the 3GPP standardisation
organisation. So in essence all 2G/3G/4G/5G mobile telephony equipment for the mobile/telco
communications infrastructure comes under the remit of the scheme. The 3GPP SA3 security
standards development group develop the security requirements and associated test cases for
the different networks elements.

3.4.1.2 Associated Evaluation Scheme and Governance

The GSMA SECAG (Security Assurance Group) has defined and developed the scheme. The
GSMA NESAS Accreditation Board accredit vendorsé development processes. Security
evaluations are carried out by 1SO17025 certified security test labs.

3.4.1.3 Process

Firstly, to be NESAS-compliant, vendors must submit their product development and product
lifecycle processes for accreditation by GSMA. Audits are carried out on these processes by a
3rd party audit company appointed and overseen by the GSMA NESAS Accreditation Board
consisting of Network Operators.
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Secondly, vendors submit their product to undergo an evaluation by an 1ISO17025 certified test
lab. The test lab checks that the product has been developed according to the processes that
have been accredited by GSMA. The product is then tested by the test lab against the
requirements defined by the 3GPP SA3 group.

Testing consists of security functional tests and security non-functional tests such as vulnerability
scans, robustness tests, penetration test.

An evaluation report is provided to the vendor by the test lab. Operators may then request
vendors to share their report with them to prove compliance to NESAS.

3.4.1.4 Practice

The NESAS scheme is currently being piloted by the GSMA and is expected to be launched in
the second quarter of 2017.

3.4.1.5 Formal Status

The India DoT have stated that they intend to use the security requirements and test cases
defined by 3GPP SA3 as part of their in-country security certification program.

3.4.1.6 Relation to other standards / schemes

3GPP defines the security requirements and test cases, while GSMA defines the scheme
process, test lab requirements etc.

The following documents are in preparation by 3GPP:

i 3GPP TR 33.916 (Security Assurance Methodology (SCAS) for 3GPP network products)

1 3GPP TR 33.926 (Security Assurance Specification (SCAS) threats and critical assets in
3GPP network product classes)

1 3GPP TS 33.117 (Catalogue of general security assurance requirements

1 3GPP TS 33.116 (Security Assurance Specification (SCAS) for the MME network product
class)

The following documents are in preparation by the GSMA:

1 GSMA FS.13 (Network Equipment Security Assurance Scheme i Overview)

T GSMA FS.14 (Network Equipment Security Assurance Scheme 1 Security Test
Laboratory Accreditation Requirements and Process)

1 GSMA FS.15 (Network Equipment Security Assurance Scheme i Vendor Development
and Product Lifecycle Requirements and Accreditation Process)

1 GSMA FS.16 (Network Equipment Security Assurance Scheme i Dispute Resolution
Process)
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3.5 Standards and schemes for products used in
the payment industry

3.5.1 EMVCo Security Evaluation

3.5.1.1 Focus

EMVCo is an organisation of the major payment schemes. Its goal is to develop and maintain a
set of specifications, most prominently the contact and contactless EMV specifications, that
define requirements to ensure worldwide interoperability and acceptance of secure payment
transactions.

All contact and contactless payment cards used for making an EMV payment worldwide must
undergo a security evaluation. EMVCo manages and evolves the security requirements and
related testing processes.

The EMVCo Security Evaluation Process is based on a complete set of published EMVCo
documents (specifications, requirements, and security guidelines) made available to product
providers and security evaluation laboratories for the development and security evaluation of their
products. There are three different Security Evaluations:

1 The Integrated Circuit (IC) Security Evaluation considers the security of the IC product,
and is intended to provide a high level of assurance in the security functions that are
designed to effectively deal with known attack methods. Attack methods include threats
such as reverse engineering, information leakage, and fault injection.

1 In EMVCo terminology, a Platform is the collective name for the IC hardware with its
dedicated software, Operating System, Run Time Environment, and Platform
environment on which one or more applications can be executed. E MV C oRiasform
Security Evaluation considers how the Platform developed by the product provider
follows relevant security guidelines. An important factor is how the product provider builds
upon the security of the IC to provide security for the complete Platform product.

1 The Integrated Circuit Card (ICC) Security Evaluation considers how the payment
applications developed by the product provider follow the relevant security guidelines. An
important factor is how the product provider builds upon the security of the IC and the OS
or the underlying approved Platform to provide overall security for a payment application
on the ICC.

3.5.1.2 Associated Evaluation Scheme and Governance

EMVCo consists of six members, namely American Express, Discover, JCB, MasterCard,

UnionPay, and Visa. They are supported by dozens of banks, merchants, processors, vendors

and other industry stakeholders who participate as EMVCo Associates. EMVCo is managed by

the Board of Managers, which is comprised of two representatives from each of the member

payment systems. The EMVCo Executive Committee, also managed by payment system
representatives, pr ovi de sterng stratelgy. n/arieus Waorkine Gfdugso 6 s | on
compl et e EMVCo0s wor k, and cohsersissbasesnts ensureecardma d e on
infrastructure uniformity.
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3.5.1.3 Process

1. Sign EMVCo Agreement
0 EMVCo and the product provider sign an EMVCo agreement covering the EMVCo
Security Evaluation Process, including confidentiality and other aspects.
2. Complete EMVCo Registration Questionnaire
0 The product provider completes an EMVCo questionnaire defining details of the
product intended for evaluation and related administrative information.
3. Initial Discussion
o0 Initial discussions between the product provider and the EMVCo Security
Evaluation Secretariat are conducted to develop a common understanding of the
evaluation process and of the underlying information required.
4. Product Design
0 The product provider finalises the design of the product (if not completed prior to
initiation of the EMVCo Security Evaluation Process) or updates the product in
response to the requirements derived from the relevant security guidelines.
5. Select Laboratory and Decide Evaluation Details
o After the EMVCo Security Evaluation Secretariat reviews any security evaluations
of the product performed by the product provider or a third party, the product
provider and the EMVCo Security Evaluation Secretariat agree on precise details
of the EMVCo evaluation.
6. Assess Product and Product Provider Infrastructure
0 The evaluation of the IC, Platform, or ICC product includes a threat and
vulnerability assessment of identified security assets.
7. Submit Reports to EMVCo Security Evaluation Secretariat
0 The laboratory prepares an evaluation report package.
8. Validate Laboratory Evaluation Reports
0 The EMVCo Security Evaluation Secretariat reviews the EMVCo Evaluation
Report from the security evaluation laboratory.
9. Risk Analysis
0 Based on the evaluation results provided by the laboratories the product provider
and the EMVCo Security Evaluation Secretariat together 1 typically during a
meeting T perform an assessment of the risks resulting from the vulnerabilities
discovered.
10. Issue EMVCo Compliance Certificate
o If the EMVCo Summary Report prepared by the EMVCo Security Evaluation
Secretariat concludes that sufficient assurance has been demonstrated, and is
approved by the SEWG, EMVCo will issue the product provider an EMVCo
Compliance Certificate for that product.

Unless the certificate is withdrawn or the product is superseded by newer products from the
product provider, products with an EMVCo Compliance Certificate are removed from the EMVCo
Approved Products list after one year for IC and Platform products and after three years for ICC
products, unless approval is renewed. Products that reach the six-year limit will be removed from
the list.
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3.5.1.4 Practice

A total of 11 laboratories have been fully or provisionally recognised by EMVCo for IC, Platform
and/or ICC evaluations. An overview is given here: http://www.emvco.com/approvals.aspx?id=99

An overview of the approvals and certificates can be found on the following website:

https://www.emvco.com/approvals.aspx?id=31

3.5.1.5 Formal Status

EMVCo acts as the security certification entity for all approvals relating to the security of IC,
Platform, and ICC products intended for use in payment cards issued by EMVCo members.

3.5.1.6 Relation to other standards / schemes

For EMVCo IC and Platform approvals, the same assessment is used as for a Common Criteria
(see section 3.1.3) evaluation of a smart cards at EAL4+ (AVA-VAN.5) or a MIFARE Security
Certification (see section 3.9.1). All of these schemes use the same attack rating method, called
JHAS. All of them use the same set of attacks (side channel, fault, etc.) and require the same
number of points for all attacks paths to achieve.

As a consequence, all payment schemes (MasterCard, Visa etc.) allow the use either a EMVCo
IC and Platform approval or a CC approval using a suitable Protection Profile as a basis for their
payment cards. A Platform approved under either of these schemes still need to be combined
with a payment application and undergo an ICC Security Evaluation in case of a CCD/CPA card
or a scheme-specific security evaluation in case the application complies with another payment
application specification.

For more information on the JHAS attack rating method, see Appendix 1.

3.5.2 PCI PTS HSM Security Requirements

3.5.2.1 Focus

The PCI Council has set requirements to ensure the security around Hardware Security Modules
(HSM). Applications and processes concerning payments and cardholder verification may be
supported by HSMs. Such processes include:

=

PIN Processing

3-D Secure

Card Verification

Card Production and Personalisation

EFTPOS (Electronic Funds Transfer at Point of Sale)
ATM Interchange

Cash Card Reloading

Data Integrity

Chip Card Transaction Processing

= A =a =48 -4 -8 -8 -
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3.5.2.2 Associated Evaluation Scheme and Governance
Similar as described in section 3.5.3.2 for PC| PA DSS.
3.5.2.3 Process

The security assessment consists of physical security requirements, logical security
requirements, and device security requirements. The assessments are performed by third-party
testing laboratories.

3.5.2.4 Practice
Not known.
3.5.2.5 Formal Status

All aspects relating to compliance, enforcement, and adoption of these standards, including all
issues relating to risk, are the responsibility of the individual payment card brands. As of April
2016, the card schemes have not yet published any mandates regarding the deployment of PCI
HSM compliant devices.

3.5.2.6 Relation to other standards / schemes

The HSM security requirements are based on existing standards like ISO, ANSI, Federal
standards, and other good practices recognised by the financial industry. Some requirements of
PCI HSM are similar to those in FIPS 140-2, see section 3.6.3.

3.5.3 PCI Payment Application Data Security Standard (PCI
PA-DSS)

3.5.3.1 Focus

The PCI Payment Application Data Security Standard (PA-DSS) is developed specifically for
software vendors that develop payment application. PA-DSS helps in securing cardholder data
that is shared, stored, and processed by merchants and financial institutions and entities in
payment applications. PA-DSS compliant applications help merchants and agents mitigate
compromises, prevent storage of sensitive cardholder data and support overall compliance with
the PCI DSS.

3.5.3.2 Associated Evaluation Scheme and Governance

The PCI Security Standards Council maintains, evolves, and promotes the Payment Card
Industry Security Standards. PCl was found by five global payment brands (American Express,
Discover Financial Services, JCB International, MasterCard, and Visa) along with Strategic
Members that share equally in the Council's governance, have equal input into the PCI Security
Standards Council, and share responsibility for carrying out the work of the organisation. Other
Participating Organisations may include merchants, banks, processors, hardware and software
developers, and point-of-sale vendors.
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Payment Application Qualified Security Assessors (PA-QSAs) are parties selected by the PCI
Council that are allowed to perform the PCI PA DSS assessment on payment applications. Find a
list of all the PA-QSAs accredited by PCI:

https://www.pcisecuritystandards.org/assessors _and solutions/payment application assessors

3.5.3.3 Process

Validation of payment applications occurs though an assessment by Payment Application
Qualified Security Assessors based on the Payment Application Data Security Standard. Their
evaluation of the application and their documentation of such compliance is provided in a
corresponding Report on Validation.

Price and duration are not publicly disclosed.
3.5.3.4 Practice

Find a list of certified products below:
https://www.pcisecuritystandards.org/assessors_and_solutions/payment_applications?agree=tru
e

Currently 551 products have been certified under PA DSS (3" February 2017).
3.5.3.5 Formal Status

All aspects relating to compliance, enforcement, and adoption of these standards, including all

issues relating to risk, are the responsibility of the individual payment card brands. For example,
MasterCard mandates PA-DSS as per 1o f July 2012, however, Vi sa EI
encourages payment application vendors to ensure their products undergo PA-DSS validation but

do not mandate. However, the council urges merchants to use approved payment applications in

their payment environment.

3.5.3.6 Relation to other standards / schemes

Using PA-DSS compliant payment applications is not required for PCI DSS compliance (see
section 5.13.1). However, it greatly simplifies the PCI DSS compliance process. PA-DSS works
hand-in-hand with PCI DSS and simplifies a PCI DSS assessment as the approved payment
application does not need to be re-assessment during the PCI DSS assessment.

3.5.4 PCI PIN Transaction Security Point of Interaction
Security (PCI PTS POI)

3.5.4.1 Focus

Throughout the processing of online and offline payment card transactions at Automated Teller
Machines (ATMs) and Point of Sales (POS) terminals, the management, processing and
transmission of personal identification number (PIN) data must meet certain security
requirements as explicitly instructed by the PCI Council. This particular set of requirements is


https://www.pcisecuritystandards.org/assessors_and_solutions/payment_application_assessors
https://www.pcisecuritystandards.org/assessors_and_solutions/payment_applications?agree=true
https://www.pcisecuritystandards.org/assessors_and_solutions/payment_applications?agree=true
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relevant to acquiring institutions and agents that are in-charge of PIN transaction processing to
have their ATM and POS products evaluated.

Card issuers rely on acquiring banks and processors to ensure cardholder PINs are handled
securely during processing. As a consequence, all acquiring banks, their processing agents and
any other third parties involved in the processing of PIN-based transactions and the associated
cryptographic keys must participate in the program.

3.5.4.2 Associated Evaluation Scheme and Governance
Similar as described in section 3.5.3.2 for PCI PA DSS.
3.5.4.3 Process

A PIN entry device manufacturer may contact a PCl-recognised laboratory directly to obtain

1 Guidance on designing POls to PCI security requirements.

1 Review of the vendor's POI design, answer questions via email or phone, participate in
conference calls to clarify requirements and perform a preliminary physical security
assessment on a vendor's hardware.

1 Guidance on bringing a vendor's POI into compliance with the PCI requirements if areas
of non-compliance are identified during the evaluation.

i Testfees

1 Testdates

A list of PCl-recognised laboratories can be found at
https://www.pcisecuritystandards.org/assessors_and_solutions/pci_recognized laboratories.
Currently eight labs are listed here.

Note that the payment schemes all have their own set of rules regarding the compliance
certification process, enforcement, etc.

3.5.4.4 Practice

A list of PCI PTS (PIN Transaction Security) accepted devices can be found at
https://www.pcisecuritystandards.org/assessors_and _solutions/pin_transaction_devices.
Currently 821 devices are listed here.

3.5.45 Formal Status

All aspects relating to compliance, enforcement, and adoption of these standards, including all
issues relating to risk, are the responsibility of the individual payment card brands. However, the
processing of online and offline payment card transactions at ATMs and POS terminals, the
management, processing and transmission of personal identification number (PIN) data must
meet certain security requirements as explicitly instructed by the PCI Council.


https://www.pcisecuritystandards.org/assessors_and_solutions/pci_recognized_laboratories
https://www.pcisecuritystandards.org/assessors_and_solutions/pin_transaction_devices
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3.5.4.6 Relation to other standards / schemes

The PCI TS POI standard refers to ISO and ANSI specifications in the requirements. For
example, for key-management techniques PCI PTS POI requires conformance to ISO 11568 and
ANSI X9.24. For PIN-encryption techniques ISO 9564 is referred.

3.6 Standards and schemes for cryptographic
modules

3.6.1 ASD Cryptographic Evaluation

3.6.1.1 Focus

The Australian Signals Directorate (ASD) Cryptographic Evaluation is an unconstrained search
and test for cryptographic vulnerabilities. The focus are ICT security products containing
cryptographic functionality. The purpose of the evaluation is to achieve a higher level of
confidence in the implementation and architecture of the cryptographic security.

Depending on the type and technology of ICT security product undergoing an ASD Cryptographic
Evaluation, areas of testing may include packet sniffing, black box testing, source code review,
key management analysis and Random Number Generation (RNG) evaluation.

3.6.1.2 Associated Evaluation Scheme and Governance

The certification scheme is called ASD Cryptographic Evaluation, the Australasian Certification
Authority (ACA), oversees Australasian Information Security Evaluation Program (AISEP) product
testing by licensed commercial evaluation facilities. The certification scheme owner is the
Australian Signals Directorate. The ASD produces the Australian Government Information
Security Manual (ISM). The manual is the standard which governs the security of government
ICT systems.

3.6.1.3 Process

An Australian government agency must request and require that an ICT security product undergo
an ASD Cryptographic Evaluation.

The ASD Cryptographic Evaluation process generally takes several months. The result of an
ASD Cryptographic Evaluation is a published consumer guide on the Evaluated Product List
(EPL).

3.6.1.4 Practice

Evaluated products can be found on the EPL.: https://www.asd.gov.au/infosec/epl/index.php



https://www.asd.gov.au/infosec/epl/index.php
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3.6.1.5 Formal Status

An ASD Cryptographic Evaluation is legally required by the Australian and New Zealand
governments for ICT security product containing cryptographic functionality that will be used to
reduce the encryption requirements of information.

3.6.1.6 Relation to other standards / schemes

Only products that have successfully undergone a Common Criteria evaluation, or are in the
process of being evaluated for CC in the Australasian Information Security Evaluation Program
(AISEP) are eligible for an ASD Cryptographic Evaluation.

Similar cryptographic evaluations are conducted in other nations, such as the UK's CAPS

scheme (see section 3.6.2) and the USAO6s and Canadabdts Cryptoog
Program (CMVP) (see section 3.6.3). The results and certification/validation of these

cryptographic evaluations are not a replacement for an ASD Cryptographic Evaluation for

Australian government agencies. However, providing all relevant documentation drawn up for

such an evaluation may assist the ASD Cryptographic Evaluation process.

3.6.2 CESG Assisted Products Scheme (CAPS)

3.6.2.1 Focus

CAPS (CESG Assisted Products Service) is a certification scheme exclusive to the UK
Government market. CAPS evaluations are an involved and technical process that is best defined
as a partnership between the developer and NCSC. CAPS combines the cryptographic
knowledge of the NCSC (formerly CESG) with the private sector's expertise and resources to
accelerate the development of High Grade products.

Cryptographic products use encryption to provide security. Such products include disk

encryptors, link and network encryptors, secure radios and access control devices. CAPS also

evaluates products that control data flow between domains of differing classifications (cross-

domainsol uti ons) . Her Maj estyds Government ( HMG) pol
employed where encryption is used to safeguard government classified data; CAPS verifies that

products have met these standards.

3.6.2.2 Associated Evaluation Scheme and Governance
Similar governance as found in CPA under section 3.1.2.2.
3.6.2.3 Process

Developers or manufacturers may incorporate appropriate the NCSC's (formerly CESG)
cryptographic or public domain algorithms in their products and submit them for evaluation by
CAPS. Discussions between CAPS and the developer, a Consultancy and Advice contract gives
companies access to the NCSCb6s knowl edge, skills
Assurance, supplemented by a range of guidance documentation before products enter full
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evaluation. Once approved, products are issued with a certificate and/or approval letter detailing
the level of cryptographic protection they offer and are listed on this website.

Service pre-requisites

1 HMG sponsor: The developer is normally required to be sponsored by a UK Government
department to support their business case for the NCSC to evaluate the product.

1 UK presence: Any developer wishing to have a product evaluated under CAPS must have
an operational UK business presence.

9 Site security: The company must also have been accredited under the UK Government's
List X scheme.

9 Personnel security: Stringent security procedures, possibly including the need for some
staff to hold Developed Vetting (DV) clearance, are required.

1 Access to source code: A CAPS evaluation depends on full and unfettered access to
design documentation, source code, schematics, physical layout and other information
normally treated as "company confidential”. We require access to this material on our
premises, without any restrictions on which evaluators may view it or when it may be
viewed. It should be noted in particular that this requirement may also apply to third party
intellectual property (IP) used in the product.

3.6.2.4 Practice

A list of certified products can be found here: https://www.ncsc.gov.uk/index/certified-
product?f[O]=field_assurance scheme%3A225&f[1]=field assurance_status%3AAssured

To date (February 2017) 69 products have been evaluated.
3.6.2.5 Formal Status

Not known.

3.6.2.6 Relation to other standards / schemes

Not known.

3.6.3 FIPS 140-2

3.6.3.1 Focus

The FIPS140-2 standard is applicable to all Federal agencies that use cryptographic-based
security systems to protect sensitive information in computer and telecommunication systems
(including voice systems) as defined in Section 5131 of the Information Technology Management
Reform Act of 1996, Public Law 104-106. This standard shall be used in designing and
implementing cryptographic modules that Federal departments and agencies operate or are
operated for them under contract. Cryptographic modules that have been approved for classified
use may be used in lieu of modules that have been validated against this standard. The adoption
and use of this standard is available to private and commercial organisations.


https://www.ncsc.gov.uk/index/certified-product?f%5b0%5d=field_assurance_scheme%3A225&f%5b1%5d=field_assurance_status%3AAssured
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The Cryptographic Module Validation Program (CMVP) is a joint American and Canadian security
accreditation program for cryptographic modules. The program is available to any vendors that
seeks to have their products certified for use by the U.S. Government and regulated industries
(such as financial and health-care institutions) that collect, store, transfer, share and disseminate
"sensitive, but not classified" information. Product certifications under the CMVP are performed in
accordance with the requirements of FIPS 140-2. The CMVP was established by the U.S.
National Institute of Standards and Technology (NIST) and the Communications Security
Establishment (CSE) of the Government of Canada in July 1995. The Cryptographic Algorithm
Validation Program (CAVP), which provides guidelines for validation testing for FIPS approved
and NIST recommended cryptographic algorithms and components of algorithms, is a
prerequisite for CMVP.

The Cryptographic Algorithm Validation Program (CAVP) provides validation testing of FIPS-
approved and NIST-recommended cryptographic algorithms and their individual components.
Cryptographic algorithm validation is a prerequisite of cryptographic module validation (CMVP).

3.6.3.2 Associated Evaluation Scheme and Governance

The NIST's Computer Security Division (CSD) and Communications Security Establishment
Canada (CSEC) jointly serve as the Validation Authorities (VAs) validating the test results and
issuing certificates for both CMVP and CAVP.

All conformance testing against FIPS 140-2 is handled by third-party laboratories that are
accredited as Cryptographic Module Testing Laboratories by the National Voluntary Laboratory
Accreditation Program (NVLAP) or Cryptographic and Security Testing (CST) laboratories.

3.6.3.3 Process

CMVP cryptographic modules are tested independently by accredited Cryptographic and Security
Testing (CST) laboratories or NVLAP-accredited laboratories. The cryptographic modules are
tested against the Security Requirements for Cryptographic Modules found in FIPS 140-2. These
security requirements cover 11 areas related to the design and implementation of a cryptographic
module. For each area, the cryptographic module receives a security level rating (1-4, from
lowest to highest) depending on what requirements are met. An overall rating is issued for the
cryptographic module, which indicates (1) the minimum of the independent ratings received in the
areas, and (2) fulfilment of all the requirements in the other areas. On the validation certificate the
individual ratings and the overall rating is listed. It is important to realise that the overall rating of a
cryptographic module is not necessarily the most important rating. In fact, the rating of an
individual area may be more important than the overall rating, depending on the environment in
which the cryptographic module will be implemented (this includes understanding what risks the
cryptographic module is intended to address).

Price and duration are unknown.
3.6.3.4 Practice

Find below a list of validated cryptographic modules under CMVP:
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2017.htm
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Find an overview of validation lists under CAVP:
http://csrc.nist.gov/groups/STM/cavp/validation.html

3.6.3.5 Formal Status

FIPS 140-1 became a mandatory standard for the protection of sensitive data when the Secretary
of Commerce signed the standard on January 11, 1994. FIPS 140-2 supersedes FIPS 140-1 and
the standard was signed on May 25, 2001.

3.6.3.6 Relation to other standards / schemes

The operator of a cryptographic module is responsible for ensuring that the algorithms and key
lengths are in compliance with the requirements of NIST SP 800-131A.

3.6.4 ISO/IEC 19790 (Security requirements for cryptographic
modules)

3.6.4.1 Focus

ISO/IEC 19790 defines four security levels for cryptographic modules to provide for a wide
spectrum of data sensitivity (e.g. low value administrative data, million-dollar funds transfers, life
protecting data, personal identity information, and sensitive information used by government) and
a diversity of application environments (e.g. a guarded facility, an office, removable media, and a
completely unprotected location).

This International Standard specifies four security levels for each of 11 requirement areas with
each security level increasing security over the preceding level. The following requirement areas
have been defined:

=

Cryptographic Module Specification
Cryptographic Module Interfaces
Roles, Services, and Authentication
Software / Firmware Security
Operational Environment

Physical Security

Non-Invasive Security

Sensitive Security Parameter Management
Self-Tests

Life-Cycle Assurance

Mitigation of Other Attacks

= =4 A A -8 -4 -8 -8 -

These eleven security requirements are divided into a set of assertions (i.e., statements that have
to be true for the module to satisfy the requirement of a given area at a given level). Each
assertion has a set of requirements set to the vendor. These requirements describe the type of
documentation or explicit information that the vendor shall provide in order for the tester to verify
the conformity to the given assertion.
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The standard specifies four security levels, where each level adds requirements to the previous
one. Security level 2 is the highest security level attainable by a pure software module.

3.6.4.2 Associated Evaluation Scheme and Governance

There is no official evaluation scheme for ISO/IEC 19790. However,

1 InJapan, IPA operates a cryptographic module validation program known as the JCMVP,
with ISO/IEC 19790 as a basis.

1 In South Korea, the Korean Cryptographic Module Validation Program (KCMVP) was
established in 2005 and uses ISO/IEC 19790 as a basis for their program specifying the
Korean approved set of cryptographic algorithms and security functions.

1 A validation program in Spain for cryptographic modules is based on the ISO standards

1 A validation program in Turkey for cryptographic modules is based on the ISO standards

9 Other national programs are under consideration

3.6.4.3 Process

The evaluation process is defined by the respective national evaluation scheme.
3.6.4.4 Practice

Not known.

3.6.4.5 Formal Status

None.

3.6.4.6 Relation to other standards / schemes

ISO/IEC 19790 is related to FIPS 140-2 (see section 3.6.3). In fact, the first edition of this
standard was technically almost identical. However, a second revision of ISO/IEC 19790 was
published in August of 2012 to cope with evolving technologies and input from the many experts
and nations represented in 1ISO.

Further related standards are:

1 ISO/IEC CD 19896-2 (Competence requirements for information security testers and
evaluators -- Part 2: Knowledge, skills and effectiveness requirements for ISO/IEC 19790
testers)

1 ISO/IEC 20543 Test and analysis methods for random bit generators within ISO/IEC
19790 and ISO/IEC 15408

1 ISO/IEC 18367 Cryptographic algorithms and security mechanisms conformance testing,

T ISO/IEC 17825 Non-invasive attack mitigation test metrics for cryptographic modules
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3.7 Standards and schemes for web applications

3.7.1 OWASP Application Security Verification Standard (incl.
OWASP Top 10)

3.7.1.1 Focus

The OWASP Application Security Verification Standard (ASVS) Project provides a basis for
testing web application technical security controls. Controls may be present both in the
application itself and in the environment in which the application is used. Applications may rely on
these controls to protect against vulnerabilities such as Cross-Site Scripting (XSS) and SQL
injection. The ASVS project is a superset of the more commonly known OWASP Top 10.

The ASVS also provides developers with a list of requirements for secure development.

The ASVS defines three security verification levels, each consisting of a list of security
requirements. These requirements can be mapped to security-specific features that can be
implemented by developers. Based on how critical the application is and the sensitivity of the
data it is processing, additional or more in-depth requirements must be met:

1 ASVS Level 1 is meant for all software.
1 ASVS Level 2 is for applications that contain sensitive data, which requires protection.
1 ASVS Level 3 is for the most critical applications.

3.7.1.2 Associated Evaluation Scheme and Governance

The OWASP Application Security Verification Standard is maintained by the Open Web
Application Security Project (OWASP), a not-for-profit organisation focused on improving the
security of software by empowering both organisations and individuals to make informed
decisions regarding security. All material released by OWASP is available under a free and open
software license, including the OWASP Application Security Verification Standard.

There is no official associated evaluation scheme for testing and certifying compliance of web
applications to the ASVS. In fact, to ensure vendor-neutrality, OWASP does not endorse or
recommend any commercial products or services. This should not inhibit organisations from
offering such assurance services, as long as they do not claim official OWASP certification.

3.7.1.3 Process

The ASVS requirements were developed with the following objectives in mind:

1 Use as a metric - Provide application developers and application owners with a yardstick
with which to assess the degree of trust that can be placed in their web applications.

1 Use as guidance - Provide guidance to security control developers as to what to build
into security controls in order to satisfy application security requirements. Organisations
may use the ASVS as a blueprint to create a Secure Coding Checklist specific to an
application, platform or organisation.
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1 Use during procurement - Provide a basis for specifying application security verification
requirements in contracts.

The manner in which the ASVS is used varies per organisation. The standard itself provides two
case studies which demonstrate example usages.

3.7.1.4 Practice

A broad range of companies and agencies around the globe have added ASVS to their software
assurance tool boxes, as listed here:
https://www.owasp.org/index.php/Category%3A0OWASP_Application_Security Verification_Stand
ard_Project#tab=ASVS_Users

3.7.1.5 Formal Status
None
3.7.1.6 Relation to other standards / schemes

The OWASP Top 10 2010 is a subset of the ASVS 3.0. This means that ASVS contains 144
additional items compared to the OWASP Top 10.

The ASVS also includes a reference mapping between the ASVS v3.0 and section 6.5 of the PCI
DSS v3.0 standard (see section 5.13.1). This section of PCI DSS in turn was derived from the
OWASP Top 10 2004/2007.

A mobile application version of the ASVS, called MASVS, is currently in development and can be
found at https://github.com/OWASP/owasp-masvs.

3.7.2 OWASP Testing Guide

3.7.2.1 Focus

The aim of the OWASP Testing Guide is to help testers and organisations understand the what,
why, when, where, and how of testing web applications. This project has been in development for
more than ten years by community participation and industry feedback. It is a complete testing
framework, not merely a simple checklist or prescription of issues that should be addressed.

The Testing Guide describes in detail both the general testing framework and the techniques
required to implement the framework in practice.

3.7.2.2 Associated Evaluation Scheme and Governance

The OWASP Testing Project is maintained by the Open Web Application Security Project
(OWASP), a not-for-profit organisation focused on improving the security of software by
empowering both organisations and individuals to make informed decisions regarding security. All
material released by OWASP is available under a free and open software license, including the
OWASP Testing Project.
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To ensure vendor-neutrality, OWASP does not endorse or recommend any commercial products
or services. This should not inhibit organisations from offering such assurance services, as long
as they do not claim official OWASP certification.

3.7.2.3 Process

The OWASP Testing Guide includes a section describing a typical testing framework that can be
developed within an organisation. It can be seen as a reference framework that comprises
techniques and tasks that are appropriate at various phases of the software development life
cycle (SDLC).

As the guide points out, security testing will never be an exact science where a complete list of all
possible issues that should be tested can be defined. Indeed, security testing is only an
appropriate technique for testing the security of web applications under certain circumstances.
The goal of the OWASP Testing Project is to collect all the possible testing techniques, explain
these techniques, and keep the guide updated. The method is based on the black box approach
where the tester knows nothing or has very little information about the application to be tested.

3.7.2.4 Practice

Not applicable.

3.7.2.5 Formal Status

None

3.7.2.6 Relation to other standards / schemes

No formal relation between the OWASP Testing Project and other standards and schemes has
been defined. In particular, there is no direct link between OWASP ASVS (see section 3.7.1) and
the OWASP Testing Guide. However, in practice the Testing Guide describes many methods on
how to test for each the categories of vulnerabilities described in the OWASP ASVS.

3.8 Standards and schemes for loT products

3.8.1 ICSA Labs loT Security Testing Framework

3.8.1.1 Focus

The term Al nternet of Thingso or loT is a very br
devices and sensors that heretofore had not been network-connected. Therefore, the ICSA Labs

Internet of Things (I0T) Security Testing Framework is not a stand-alone set of criteria for any

particular type of device or sensor. Instead, it is focused on specifying security testing

requirements for distinct classes of I0T device types. The intent of the document is to be a

starting point for developing a more specific set of testable, security-related requirements for a

unique class of IoT devices and their component parts.
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Testing requirements in the Framework are based on six categories: alerting/logging,
authentication, communications, cryptography, physical security, and platform security.

3.8.1.2 Associated Evaluation Scheme and Governance

ICSA Labs is an 1SO-accredited, independent, third-party testing lab with 25 years of computer
and network security testing experience.

3.8.1.3 Process

ICSA Labs works with prospective loT testing customers by first building a unique set of
requirements from the framework prior to testing the customer's loT device or sensor and its
component parts. Once the criteria requirements are set, ICSA Labs performs recurring security
testing. 10T devices and sensors that meet the security requirements following successful testing
of the device and its component parts are awarded ICSA Labs loT Certification.

3.8.1.4 Practice

As of April 2017, one product was listed by ICSA Labs as being certified against the ICSA Labs
Internet of Things (I0T) Security Testing Framework.

3.8.1.5 Formal Status
None.
3.8.1.6 Relation to other standards / schemes

When creating the Framework, ICSA Labs compared the categories and resulting requirements
to other emerging guidelines, including the OWASP Internet of Things Top 10 (see section
5.14.7), the Industrial Internet Consortium Reference Architecture (see section 5.14.4), and the
Online Trust Al lianceosctionbl4.6).r ust Framework (see s

3.9 Standards and schemes for other IT products

3.9.1 MIFARE Security Certification

3.9.1.1 Focus

The MIFARE Security Certification focusses on the implementation of security features in
MIFARE Plus and MIFARE DESFire products. Correct implementation of these features is crucial
to providing a secure environment for system providers and end users.

requirements for a MIFARE product to get the MIFARE Security Certification are not fixed.
Penetration tests are performed on the product, but what tests are performed differs between
products. The closest to a list of requirements is the description of the Vulnerability Assessment
of Common Criteria level 5, which essentially requires the evaluator to perform a methodical
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vulnerability analysis and to perform penetrating testing. This is because the MIFARE Security
Certification is developed based upon the Common Criteria (CC).

3.9.1.2 Associated Evaluation Scheme and Governance

Certification of a MIFARE Plus or MIFARE DESFire product may be achieved in one of two ways:

1 in the form of a Common Criteria evaluation (see section 3.1.3) against the Protection
Profile BSI-CC-PP-0084-2014.
1 via MIFARE Security Certification offered by NXP

The MIFARE Security Certification has an elaborate governance. External laboratories do the
testing. In this scheme there are two different laboratories: a certification lab and an evaluation
lab. The evaluation lab conducts the action vulnerability analysis, whilst the certification lab
checks whether the evalwuation | abds work 1is
administrator and observer of the process.

3.9.1.3 Process

1. Manufacturer (= MIFARE licensee) submits forms to NXP.

2. NXP approves request and provides list of accredited evaluation labs.

3. Manufacturer chooses an accredited evaluation lab and provides product and
documentation.

Evaluation lab prepares test plan and submits it to accredited certification lab.
Certification lab approves test plan.

Evaluation | ab evaluates the product and
Certification lab examines report; if OK, issues Approval Letter and notifies NXP.

No gk

An evaluation takes around 16 weeks in total.
3.9.1.4 Practice

A list of the issued security certificates can be found on: https://www.mifare.net/en/about-
mifare/certification/security-certificates/

3.9.1.5 Formal Status

NXP requires a MIFARE Security Evaluation (or equivalent CC certification at EAL4+) from
licensees for all MIFARE Plus and MIFARE DESFire products, including firmware
implementations, emulations, native ASICs, applets etc.

3.9.1.6 Relation to other standards / schemes

Hardware, cryptographic libraries and Java Card Open Platforms must have a valid Common
Criteria certificate against an EAL4+ Protection Profile (see section 3.1.3) or a valid EMVCo IC
and Platform Certificate (see section 3.5.1) before final approval can be issued.

The MIFARE security evaluation is basically a subset of the Common Criteria, where it focusses
on class 7, the Assurance Vulnerability Assessment. This because the other classes, focusing on

in

del
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areas such as governance and management, are not necessary for the correct functioning of
MIFARE products.

The MIFARE Security Certification scheme requires the same level of security vulnerability
analysis and testing as the Common Criteria scheme for smart cards, as it is based on the same
JHAS testing requirements. For more information, see Appendix 1.

3.9.2 ISO/IEC 19792 (Security evaluation of biometrics)

3.9.2.1 Focus

ISO/IEC 19792 specifies the subjects to be addressed during a security evaluation of a biometric
system. It covers the biometric-specific aspects and principles to be considered during the
security evaluation of such a system, but does not address the non-biometric aspects which
might form part of the overall security evaluation of a system using biometric technology (e.g.
requirements on databases or communication channels).

ISO/IEC 19792 does not aim to define any concrete methodology for the security evaluation of
biometric systems but instead focuses on the principal requirements. As such, the requirements
in ISO/IEC 19792 are independent of any evaluation or certification scheme and will need to be
incorporated into and adapted before being used in the context of a concrete scheme.

3.9.2.2 Associated Evaluation Scheme and Governance

None. ISO/IEC 19792 is independent of any specific evaluation scheme. This standard could
serve as a framework for the development of concrete evaluation and testing methodologies to
integrate the requirements for biometric evaluations into existing evaluation and certification
schemes. However, no information could be found on any scheme that actually uses ISO/IEC
19792.

3.9.2.3 Process

None.

3.9.2.4 Practice

Not known.

3.9.2.5 Formal Status

None.

3.9.2.6 Relation to other standards / schemes

None.
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4 Cybersecurity standards and schemes
for ICT services

4.1 ANSSI SecNumCloud

4.1.1 Focus

The Référentiel Général de Sécurité (RGS) scheme (see section 5.10.4) defines a set of security
rules that are imposed on French administrative authorities to ensure the security of their
information systems. It also proposes good practices in the security of information systems that
the administrative authorities are free to apply.

The RGS allows the qualification of new types of providers. The SecNumCloud framework covers
the provision of secure cloud services and aims to qualify RGS providers offering a service in the
cloud. The qualification framework for cloud service providers covers three types of activity:
Software as a Service (SaaS), (PaaS) and Infrastructure as a Service (laaS). The requirements
pertain to access control and identity management, cryptography, operational security and
information security incident management.

The SecNumCloud Requirements are divided into two different levels: Essential and Advanced.
Currently, only the Essential requirements have been published.

4.1.2 Associated Evaluation Scheme and Governance

See section 5.10.4.2.

4.1.3 Process

The requirements will be verified by a documentary, organisational, physical and technical
evaluation of the processes, infrastructures and locations targeted by the qualification.

4.1.4 Practice

At the moment, no service providers have been qualified yet. Three service providers are in the
process of being qualified.

4.1.5 Formal Status

Not known.
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4.1.6 Relation to other standards / schemes

This scheme is an extension of the Référentiel Général de Sécurité (RGS) scheme; see section
5.10.4.

4.2 Cloud Computing Compliance Controls
Catalogue (C5)

4.2.1 Focus

The C5 is a German Government-backed attestation scheme introduced in Germany by the
Federal Office for Information Security (BSI) to help organisations demonstrate operational
security against common cyber-attacks. The C5 fits within the context of the "Security
Recommendations for Cloud Providers”, an assessment made by BSI defining a set of minimum
requirements of security for Cloud Service Providers (CSP).

The C5 is intended primarily for professional cloud service providers, their auditors and
customers of the cloud service providers. It defines which requirements (also referred to as
controls) the cloud providers have to comply with or which minimum requirements the cloud
providers should be obliged to meet.

Compared to other security standards, the so-called surrounding parameters for transparency are

a novelty. They provide information on the data location, provision of services, place of

jurisdiction, certifications and duties of investigation and disclosure towards government agencies

and contain a system description. The resulting transparency makes it possible for potential cloud

customers to decide whether legal regulations (such as data protectio n ) the customers
policies or also the threat scenario regarding economic espionage make the usage of the

respective cloud service seem appropriate.

The C5 is subdivided into 17 sections (e.g. O6secur
and key management 06, and 6mobile device managemen!
section (e.g. for Omobile device management 6 this
terminal devices in the cloud provider's area of responsibility for the access to IT systems in order

t o develop and operate the cloud serviceb). The

summarised target which they have to fulfil in the related section through corresponding
organisational and operational measures and (procedural) organisation. Individual requirements
are assigned to each objective which specify general principles, procedures and measures for
fulfilling the objective.

The requirements were, wherever possible, taken from known security standards (see section
4.2.6). They were supplemented by the BSI's own requirements only to the extent needed.
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4.2.2 Associated Evaluation Scheme and Governance

The C5 is not a certification which is issued by the BSI or any other certification body, instead,
third party auditors may audit a CSP and verify whether it complies with the C5 requirements.
The validity of such an attestation is dependent on the quality of the auditor, and the C5 therefore
provides the requirements of such an auditor.

4.2.3 Process

There are two different types of audits which can be performed. With the first type the auditor
focusses upon whet her t he design of t he CSPb6s
requirements. With the second type the auditor will perform, additionally to the first type,
functional tests on the effectiveness of these systems.

For a BSI-conform attestation of a cloud service, the report must include the following
information:

1 Detailed system description of the cloud service
1 Qualification of the auditor

1 Any identified deviations from the requirements
1 Information on the limitation of liability

The CSP and the auditor make an agreement on how long the audit is valid, although the BSI
usually recommends an audit period of twelve months.

4.2.4 Practice

In December 2016 Amazon Web Services was the first C5-certified Cloud Service Provider. No
other certified CSPs have been found.

4.2.5 Formal Status

The C5 scheme is not mandatory. It is up to a CSP to be audited or not.

4.2.6 Relation to other standards / schemes

The requirements in the C5 are referenced to other standards, which provides a quick overview

of where the requirements of the catalogue can be found in other standards and whether the

requirements go beyond the standards or not. This reference document can be found at the

website of the BSI:

https://www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Catalogue/FAQ/FAQ
relations _node.html
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4.3 Cloud Security Alliance Cloud Controls Matrix

4.3.1 Focus

The Cloud Controls Matrix (CCM) is a list of requirements for security assurance in the cloud,
developed by the Cloud Security Alliance (CSA). The CSA is a member-driven organisation,
chartered with promoting the use of best practices for providing security assurance within Cloud
Computing, and providing education on the uses of Cloud Computing.

The CCM i s t he-fre€ 8ldud securnityo oprardl tolyjectives catalogue, designed to
provide fundamental security principles to guide cloud vendors and to assist prospective cloud
customers in assessing the overall security stance of a cloud provider. It covers fundamental
security principles across 16 domains (e.g. Datacentre Security Asset Management, Mobile
Security and Anti Malware, and Security Incident Management, E-discovery & Cloud forensics,
and Incident Reporting) to help cloud customers assess the overall security risk of a Cloud
Service Providers (CSP).

4.3.2 Associated Evaluation Scheme and Governance

The STAR program is intended to be a trust mar k
incremental and multi-layered certification scheme to cloud service providers. The program offers

three different levels of meeting security assurance requirements as listed in the CCM. The first

| evel i-ass sae sGIneInft Gatidn® with @ lowgnaoderate risk profile. The second and

third levels are intended for organisations with increased risk profiles, through 3rd party
assessment-based certification and continuous monitoring based certification respectively.

4.3.3 Process

As stated above, a STAR audit can be performed at different levels, depending on the
requirements of the CSP:

M Level 1 (self-assessment). Cloud providers either submit a completed Consensus
Assessments Initiative Questionnaire (CAIQ), a set of more than 140 questions based on the
CCM, or a report documenting compliance with Cloud Controls Matrix (CCM).

1 Level 2 (attestation): A report is made by a third party on whether or not the CSP is compliant
with the CCM. STAR attestation is based on type-2 SOC (see section 5.1.18) attestations
supplemented by the criteria in the CCM.

See also https://cloudsecurityalliance.org/star/attestation/.

1 Level 2 (certification): A CSP is certified after arigorous third-par t y assessment on t
compliance with the ISO/IEC 27001 information management system standard (see section
5.1.8) together with the CSA Cloud Controls Matrix.

See also https://cloudsecurityalliance.org/star/certification/.

M Level 3 (continuous monitoring): High-risk cloud stakeholders require certifications schemes
that provide high assurance and high transparency. The STARWatch software is a Software
as a Service (SaaS) application to help organisations manage compliance with CSA STAR
requirements. STARWatch delivers the content of the Cloud Controls Matrix (CCM) and
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Consensus Assessments Initiative Questionnaire (CAIQ) in a database format, enabling
users to manage compliance of cloud services with CSA practices.

Note: the difference between a (Level-2) attestation and a certification is that the certificate is
valid for 3 years, whereas the attestation merely serves as a snapshot in time whether the CSP is
compliant with the CSM at that point.

4.3.4 Practice

The full list of STAR-registered companies can be found at:
https://cloudsecurityalliance.org/star/# reqistry

4.3.5 Formal Status

The CSA CCM scheme is not mandatory. It is up to a CSP to be audited or not.

4.3.6 Relation to other standards / schemes

As stated above, a STAR attestation proves compliance with SOC type-2, see section 5.1.18. A
STAR certification also proves compliance with ISO/IEC 27001 (see section 5.1.8).

ENISA listed several levels of the CSA CCM scheme on its Cloud Certification Schemes List
(CCSL) 1 see https://resilience.enisa.europa.eu/cloud-computing-certification.

4.4 Code of Practice for Cloud Service Providers

4.4.1 Focus

This Code of Practice for Cl oud Service Providers
organisations offering to customers remotely hosted IT services of any type. These services
include, but are not limited to, multi-tenanted services accessed via the Internet.

The Code of Practice for Cloud Service Providers focusses on Transparency, Capability and
Accountability:

9 Transparency: Organisations must show the ability to perform essential management
functions, as demonstrated by having in place auditable documented management
systems.

1 Capability: Organisations must ensure a reasonable and consistent level of transparency
about businesses and their operational practices throughout the Cloud Industry

1 Accountability: Organisations which assert that they are complying with the Code shall be
accountable for their compliance with the Code and for their behavior with customers.

Thus, the focus is more on good management practices, which indirectly should improve the
cybersecurity stance of Cloud Service Providers, than on assessing cybersecurity directly. More
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details can be found on the website of the Cloud Industry Forum:
https://www.cloudindustryforum.org/content/cop-detailed-overview.

4.4.2 Associated Evaluation Scheme and Governance

When an organisation follows the Code of Practice, it can acquire the labels CIF Certified or CIF
Certified+.

CIF is a membership-based not-for-profit organisation answerable to its members. It has two
separate governance streams: one for business activity (the Management Board responsible for
administration, development, finance and similar) and one for governance of the CIF Code of
Practice scheme (the Code Governance Board). This sheet is primarily concerned with
governance issues related to the Code of Practice

4.4.3 Process

The Certification can be acquired through two different processes:

1 Self-Certification (CIF Certified)

o The CIF will spot check and randomly audit Self-Certifications as well as
investigate any formal complaint of non-compliance against an organisation
claiming compliance with the Code.

1 Independent Certification (CIF Certified+)

0 An organisation may opt for Independent Certification performed by a Certification

body approved by the CIF.

The certification is valid for one year

4.4.4 Practice

See https://selfcert.cloudindustryforum.org/certification/.

4.4.5 Formal Status

The CIF Certified or CIF Certified+ Certification is not mandatory. It is up to a CSP to be audited
or not.

ENISA listed the Code of Practice of Cloud Infrastructure Providers on its Cloud Certification
Schemes List (CCSL) i see https://resilience.enisa.europa.eu/cloud-computing-certification.

4.4.6 Relation to other standards / schemes

Not known.
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4.5 EuroCloud StarAudit Certification

45.1 Focus

The EuroCloud StarAudit (ECSA) program is a certification scheme to establish trust in cloud
services both on the customer and the user side. The purpose of the StarAudit scheme is to
provide accountable quality assessment of cloud services through a transparent and reliable
certification process. If a Cloud Service Providers (CSP) matches the StarAudit requirements, the
StarAudit certificate is granted. These requirements are in different categories: Facilities
(hardware, cooling, etc.), Platform as a Service (PaaS), Infrastructure as a Service, Software as a
Service (SaaS), and Organisation (processes, policies)

4.5.2 Associated Evaluation Scheme and Governance

EuroCloud Europe is a non-profit organisation, as is the ECSA program. This program is not
funded by any industry sponsor nor does it receive any financial means from other organisations
or government bodies.

A CSP can be rated at different levels, with every level adding more requirements to the audit: a
CSP can be considered to be a 3, 4 or 5-star Trusted Cloud Service. This allows for a small CSP
not having to meet the same level of requirements as a large CSP.

4.5.3 Process

There are four different steps in this scheme. It is not necessary to complete all the steps,
dependent on the wishes of the CSP a self-assessment may be sufficient:

1. The first step is a self-assessment by the CSP at the level of requirements the CSP wants
to commit to. After the CSP has shown that it is compliant with the requirements at the
desired level, the CSP is considered a Trusted Cloud Service Provider.

2. The next step is for the CSP to register with the self-assessment as a StarAudit partner.
As a partner, the CSP will be actively made visible by StarAudit (e.g. on their website, see
the practice section)

3. The third step is to become certified after being audited by a StarAudit-AAO (Accredited
Audit Organisation).

4. Finally, by following the guidelines and recommendations of StarAudit, the CSP will
remain compliant with StarAuditds requir

As long as no changes are made to the cloud service profile and assessment areas, the
certificate is valid for three years. An annual check-up is obligatory.

45.4 Practice

All CSPs with a valid StarAudit Certificate, a published Self-Assessment report or an approved
datacentre can be found here: https://staraudit.org/all-certificates.html

ement s.


https://staraudit.org/all-certificates.html

ECSO State of the Art Syllabus v1

45.5 Formal Status

The EuroCloud StarAudit Certification scheme is not mandatory. It is up to a CSP to be audited or
not.

45.6 Relation to other standards / schemes

The requirements of this scheme make use of ISO 27001 (see section 5.1.8) and ISO 27018 (see
section 4.7). However, since these standards are only used as input for the StarAudit, compliance
with StarAudit does not imply full compliance with the ISO standards.

ENISA listed the EuroCloud StarAudit Certification scheme on its Cloud Certification Schemes
List (CCSL) 1 see https://resilience.enisa.europa.eu/cloud-computing-certification.

4.6 |ISO/IEC 27017 (Code of practice for
iInformation security controls based on
ISO/IEC 27002 for cloud services)

4.6.1 Focus

ISO 27017 generally focuses on the protection of the information in cloud services. This standard
is built upon the existing security controls of ISO 27002. Specific guidance is provided for 37 of
the existing ISO/IEC 27002 controls; separate but complementary guidance is given for the cloud
service customer and the cloud service provider.

Moreover, 1ISO 27017 suggests seven additional security controls for the cloud, where ISO 27002
does not adequately cover this area. These controls address the following aspects:

1 Shared roles and responsibilities within a cloud computing environment

Removal and return of cloud service customer assets when a contract is terminated
Segregation in virtual computing environments

Virtual machine hardening

Administrator's operational security associated with the cloud environment
Monitoring of Cloud Services

Alignment of security management for virtual and physical networks

E N e

4.6.2 Associated Evaluation Scheme and Governance

See section 5.1.8.2 on the governance of ISO 27001.

A number of ISO 27001 certification bodies offer certification against ISO 27017. Such a
certification means that the ISMS in question obtained ISO 27001 certification and additionally


https://resilience.enisa.europa.eu/cloud-computing-certification

ECSO State of the Art Syllabus v1

complies with the guidance for the existing security controls and with the new controls in ISO
27017.

4.6.3 Process

See section 5.1.8.3 on the certification process for ISO 27001.

4.6.4 Practice

The number of parties that have obtained certification seems to be limited still, perhaps because
ISO 27017 was introduced only recently (2015). As the ISO survey (see section 5.1.8.4) does not
give information on ISO 27017 separately, it is hard to get an overview. However, some big
names are already certified, including Microsoft Azure, Amazon Web Services, Dropbox and
Google Cloud Platform.

Certification for ISO 27001 is increasingly popular. As ISO 27017 is effectively an add-on for ISO

27001, and given the need for demonstrable security for cloud services, it seems likely that the
number of ISO 27017 certificates will increase as well.

4.6.5 Formal Status

None.

4.6.6 Relation to other standards / schemes

Certification against ISO 27001 is a prerequisite for obtaining certification against ISO 27017.

4.7 1SO/IEC 27018 (Code of practice for
protection of personally identifiable
information (P1l) in public clouds acting as PII
pProcessors)

4.7.1 Focus

ISO/IEC 27018, which was published in 2014, establishes controls and guidelines for measures
to protect Personally Identifiable Information for the public cloud computing environment. The
guidelines are based on those specified in ISO/IEC 27002 with controls objectives extended to
include the requirements needed to satisfy privacy principles in ISO/IEC 29100.

ISO 27018 provides specific guidance is provided for 14 of the existing ISO/IEC 27002 controls
and lists 24 new controls.
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Whereas ISO 27017 is concerned with the general security of cloud services, ISO 27018 deals
specifically with how PIl is handled in the cloud.

4.7.2 Associated Evaluation Scheme and Governance

See section 5.1.8.2 on the governance of ISO 27001.

A number of ISO 27001 certification bodies offer certification against 1ISO 27018. Such a
certification means that the ISMS in question obtained ISO 27001 certification and additionally
complies with the guidance for the existing security controls and with the new controls in ISO
27018.

4.7.3 Process

See section 5.1.8.3 on the certification process for ISO 27001.

4.7.4 Practice
See for ISO 27017, section 4.6.4. Big companies that are certified against ISO 27018 include
Amazon Web Services, a number of Microsoft services and Dropbox. The number of lesser-

known companies advertising compliance on their websites seems to be larger than for ISO
27017, perhaps due the fact that the latter was published later.

4.7.5 Formal Status

None.

4.7.6 Relation to other standards / schemes

Certification against ISO 27001 is a prerequisite for obtaining certification against ISO 27018.

4.8 TuaV Rheinland Cloud Security Certification

4.8.1 Focus

TOV Rheinland has developed an extensive catalogue of requirements and criteria for cloud
services, which is based on standards, studies and on selected regulations and
recommendations.

The focus of this catalogue includes, but is not limited to: hypervisor, virtualisation of data
centers, systems, access concepts, networks, system interfaces, administrative processes,
services, processes and compliance.
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4.8.2 Associated Evaluation Scheme and Governance

The catalogue of requirements is the basis for the Cloud Security Certification. The audit checks
how far the requirements have been implemented and check the quality and sustainability of
processes.

The certification is custom fitted to the organisation, such that organisations with different
standards can get the TUV Certification: a low-risk organisation does not have to have the same
requirements as a high-risk organisation. TUV assesses this on a case-by-case basis.

4.8.3 Process

The auditing procedure for Cloud Service certification combines a variety of methods:

1 Interviews during which auditors check how far the requirements have been implemented
and check the quality and sustainability of processes.

1 In contracts and SLAs the adherence to performance pledges is checked.

1 The cloud service architecture is subjected to a stress test.

9 Penetration tests are used to identify possible safety gaps.

Once acquired, cloud certification is valid for three year and can subsequently be renewed.

4.8.4 Practice

An analysis of t he s enavw.cettipediaeamuirdisates that thereuated13 o n
certified organisations, which include companies like Box, Deutsche Telekom and Vodafone.

4.8.5 Formal Status

The Cloud Service Certification scheme is not mandatory. It is up to a CSP to be audited or not.

ENISA listed the Cloud Security Certification scheme of TUV Rheinland on its Cloud Certification
Schemes List (CCSL) i see https://resilience.enisa.europa.eu/cloud-computing-certification.

4.8.6 Relation to other standards / schemes

Not known.
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5 Cybersecurity standards and schemes
for service providers and organisations

5.1 Standards and schemes for generic
organisations

5.1.1 AEI Seal of Cybersecurity for Organisations

5.1.1.1 Focus
The Seal of Cybersecurity certification is a certification scheme devel oped by the &S
Cybersecurity l nnovation C I lu sntledeso the (teklihical a@d ber s e g

management security requirements that any organisation should comply with to demonstrate it
has implemented in a secure way physical and logical systems and measures to protect their
assets against cyber threats.

The AEI Seal of Cybersecurity distinguishes three different types of organisations (A, B and C)
that can be certified, depending on the access level to the information systems of other
organisations through their products or services. This ranges from software developers to general
cleaning services, lawyers or system integrators. The Seal has a special category for Critical
Infrastructure operators, for which several specific technical and management requirements are
applicable.

The standard includes technical and management requirements in the following categories:

1 Communication protocols: configurations and implementations

Software development: web and desktop, distributed applications, etc.

Data Protection: national regulations and European General Data Protection Regulation
Infrastructure: both physical and logical

Human Resources: experience and training

Suppliers: SLAs, Cybersecurity awareness, etc.

Services: digital signature, cryptography, key storage, etc.

= =4 =4 -4 —a -9

The requirements are listed in the Seal of Cybersecurity Industry Standard. This document is
available upon request to any interested organisation via AEI or any of the accredited consultant
organisations (see below).

5.1.1.2 Associated Evaluation Scheme and Governance
The Seal of Cybersecurity is a third-party certification scheme.

It is owned by the Spanish Cluster of Cybersecurity (AEI Ciberseguridad Association), who is
acting as the Accreditation Body and Certification Authority, guaranteeing the quality of the
scheme and the different associated services. AEl Ciberseguridad is a national non-profit
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Cybersecurity and advanced technologies association with more than 80 private and public
members.

5.1.1.3 Process

Any organisation can freely implement the requirements of the certification scheme and ask for
certification.

All information regarding the certification process is public availableon t he Associ ati onds
https://www.aeicibersequridad.es/index.php/Sello_AEI. This website also contains a list of (four)

approved consultants delivering implementation services for the Seal of Cybersecurity, as well as

a list of accredited audit/evaluation entities, for which currently (Feb 2017) only one organisation

is listed.

The website also offers information on the expected number of working days an audit will take.
Depending on the size and complexity of the organisation and its products/services, this may
range from a couple of days to a few weeks. Estimates for maintenance evaluations and renewal
evaluations are included as well.

5.1.1.4 Practice
AEI Ciberseguridad has grown from 40 members to +80 during the past 2 years.

The Seal of Cybersecurity was launched in June 2016. Since then, around 60 organisations 1
public or private- were certified or are in the process of being certified. This includes companies
from Spain, Italy, Switzerland and France. The Seal has been implemented and certified in
several sectors: financial, cloud providers, consultant companies, public sector contractors,
datacentres, etc.

5.1.1.5 Formal Status

Currently there is no official mandate from the (Spanish) government that operators of critical
infrastructure or other organisations must obtain the Cybersecurity Seal. However, some
operators and companies are requesting the Seal to suppliers when issuing tenders.

5.1.1.6 Relation to other standards / schemes

No official relation.

5.1.2 CIS Critical Security Controls / SANS Critical Security
Controls

5.1.2.1 Focus

The Center for Internet Security (CIS) is a US-based non-profit organisation, which maintains the
CIS Critical Security Controls. This is a list of 20 security controls that an organisation could
implement to thwart the most pervasive cybersecurity attacks. The list is the result of the
consensus of a large number of cybersecurity experts, primarily from the US and Australia.
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The list is prioritised, starting with the controls that an organisation should implement first. Every

control consists -coofnta ohnwsm@herwhofc hd saule sationsccanet e act
take. These actions are marked as oO0foundational 6 o
explained, and procedures and tools that can help implementing the control are described.

5.1.2.2 Associated Evaluation Scheme and Governance.
There is no official evaluation scheme for the CIS Controls.

The CIS regularly publishes new versions of the list. A new version may add new controls (and
deletes others to keep the total number at 20. Also, the priority of controls may change. These
changes are made in response to observations made regarding new types of attack and defense
methods and the actual effectiveness of a specific control.

The SANS Institute offers a number of trainings on implementing the CIS Controls; see
www.sans.org/find-training. SANS is also hosting a series of events ("summits”) that will bring the
community together to share ideas and learn from each other. The CIS Controls are also part of
the US National Cyber Hygiene Campaign, a multi-year effort that provides key recommendations
for a low-cost program that any organisation can adopt to achieve immediate and effective
defenses against cyberattacks.

5.1.2.3 Process
There is no official evaluation process for the CIS Controls.

To aid organisations in implementing the CIS Controls, the CIS maintains mappings, use cases,
measurement tools and other documentation on its website. These include:

1 CIS Controls Measurement Companion

CIS Controls IoT Security Companion

CIS Controls Mobile Security Companion

CIS Controls Towards a Privacy Impact Assessment Companion*
CIS Security Benchmarks,

CIS Consensus Security Measures.

= A =4 A A

5.1.2.4 Practice

1 The U.S. Department of State determined that among the 3,085 cyberattacks it had
experienced over fiscal year 2009, the CIS Controls showed remarkable alignment with
actual attacks.

1 Subsequent implementation of the CIS Controls by every system administrator across 24
time zones in which the Department operates, achieved an 88% reduction in vulnerability-
based risks across 85,000 systems.

4 This document seems to be identical to Appendix F of v6.0 of the Security Controls themselves.
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1

In December of 2011, the Centre for the Protection of National Infrastructure (CPNI)
announced that the government of the United Kingdom would be adopting the CIS Critical
Security Controls as the framework for securing their critical infrastructure.

In May of 2012, the NSA Director fully endorsed the adoption of the CIS Controls as a
foundation for effective network security.

The Australian Department of Defense tested the Top 4 Controls against 1700 types
known malware and found that implementation of just the Top 4 Controls effectively
stopped every one of the 1700 types of malware tested.

Consumer Energy, a Fortune 500 combined Gas and Electric Utility, officially adopted the
CIS Controls in June 2011. Consumer Energy started by using the CIS Controls as an
assessment tool with a small team of cybersecurity and IT staff, conducting an internal
assessment covering the corporate IT environment in less than a week.

5.1.2.5 Formal Status

None.

5.1.2.6 Relation to other standards / schemes

The GIAC Ciritical Controls Certification (GCCC) (see section 6.4) is a certification for security
professional based on the Critical Security Controls.

Mappings of the CIS Controls to controls listed in other standards are available at the CIS and
SANS websites.

The CIS Controls, plus the Companion documents listed above, have been standardised by ETSI
as ETSI TR 103 305 (CYBER,; Critical Security Controls for Effective Cyber Defence):

T

ETSI TR 103 305-1 (The Critical Security Controls) is equivalent to version 6.0 of the CIS
Security Controls®.

ETSI TR 103 305-2 (Measurement and auditing) is equivalent to the CIS Controls
Measurement Companion.

ETSI TR 103 305-3 (Service Sector Implementations) is equivalent to the CIS Controls
0T Security Companion and the CIS Controls Mobile Security Companion.

ETSI TR 103 305-4 (Facilitation Mechanisms) is equivalent to the Appendices C, D, E
and F of v6.0 of the CIS Security Controls.

5 Note that the latest version of the CIS Controls, as of February 2017, is v6.1.
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5.1.3 Cyber Essentials / 10 Steps to Cyber Security

5.1.3.1 Focus

The UK Government launched the 10 Steps to Cyber Security guide to encourage organisations
to consider their cyber security measures, and to ascertain whether organisations thought they
were managing their cyber risks sufficiently.

The Guide provides organisations with clear guidance on implementation as well as offering
independent  certification for those who want it. It can be found at
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security.

5.1.3.2 Associated Evaluation Scheme and Governance

The Cyber Essentials scheme is a cybersecurity standard which organisations can be assessed
and certified against. It identifies the security controls that an organisation must have in place
within their IT systems in order to have confidence that they are addressing cyber security
effectively and mitigating the risk from Internet-based threats.

The scheme focuses on the following five essential mitigation strategies within the context of the
10 Steps to Cyber Security guide.

1 Boundary Firewalls and Internet Gateways
Secure Configuration

Access Control

Malware Protection

Patch Management

= =4 -4 A

Companies can be certified either at the Cyber Essentials or the Cyber Essentials Plus level, see
the next section.

The Cyber Essentials scheme is set up by the UK Government which have appointed
independent certification bodies to do the assessment. The list of Certified Bodies can be found
here: http://www.cyberessentials.org/certifying-bodies/index.html

5.1.3.3 Process

Once an organisation has decided to proceed with a Cyber Essentials certification, a Certifying
Body must be appointed to carry out the assessment.

Both Cyber Essentials and Cyber Essentials Plus include a questionnaire which relates to

security controls and the secure configuration of an organisatond6 s computi ng resource
Certifying Bodies also conduct a remote technical assessment at Cyber Essentials aimed at

validating elements of the questionnaire.

The key differentiator for Cyber Essentials Plus is the inclusion of a technical review of the
organisation6 s wo r k. §hisaatditianal phase of testing increases the validity of certification
considerably by providing evidence of compliance against the following scenarios:
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1 Can malicious files enter the organisation from the Internet through either web traffic or
email messages?

1 Should malicious content enter the organisation, how effective are the anti-virus and
malware protection mechanisms?

9 Should the organisationb s pr ot ecti on mechani sms f aation, how |
will be compromised due to failings in the patching of the organisationd6 s wor kst ati ons?

5.1.3.4 Practice

A list with originations having the Cyber Essentials certificate can be found here:
http://www.cyberessentials.org/list/

5.1.3.5 Formal Status

All suppliers bidding for government contracts which involve handling of sensitive and personal
information and provision of certain technical products and services, are required to be compliant
with the Cyber Essentials controls.

5.1.3.6 Relation to other standards / schemes

No official relationships. However, the technical controls within the scheme reflect those covered
in well-established standards, such as the ISO/IEC 27000 series.

5.1.4 Cyber Resilience Review

5.1.4.1 Focus

The Cyber Resilience Review (CCR) is based upon ten domains, namely:

Asset Management

Controls Management

Configuration and Change Management
Vulnerability Management

Incident Management

Service Continuity Management

Risk Management

External Dependencies Management
Training and Awareness

Situational Awareness

E R R e R

5.1.4.2 Associated Evaluation Scheme and Governance

The CRR is a no-cost, voluntary, non-technical assessment to evaluate an organisationd s
operational resilience and cybersecurity practices. The CRR assesses enterprise programs and
practices across a range of ten domains including risk management, incident management,
service continuity, and others. The assessment is designed to measure existing organisational
resilience as well as provide a gap analysis for improvement based on recognised best practices.
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The Department of Homeland Security (DHS) partnered with the Computer Emergency
Response Team (CERT) Division of Carnegie Mellon
to create the CRR.

5.1.4.3 Process

Each domain is composed of a purpose statement, a set of specific goals and associated practice
questions unique to the domain, and a standard set of Maturity Indicator Level (MIL) questions.
The MIL questions examine the institutionalisation of practices within an organisation.

The CCR consists of three key phases:

1. The assessment. The CRR is typically delivered in a six-hour workshop led by facilitators
from DHS. The facilitators elicit answers from the critical infrastructure organisationd s
personnel in cybersecurity, operations, physical security, and business continuity.
However, the CRR Self-Assessment Package allows organisations to apply the same
method without the participation of external facilitators. It contains the same questions,
scoring mechanisms, and options for improvement as the externally facilitated CRR.

2. Interpreting the CRR Report. The results documented are interpreted within the context of
the organisation.

3. Making Improvements. The organisation determines next steps for improving its
cybersecurity practices.

5.1.4.4 Practice

There is no certification process affiliated with the CRR.
5.1.4.5 Formal Status

None.

5.1.4.6 Relation to other standards / schemes

A mapping of the CRR to the NIST Cybersecurity Framework is available here: https://www.us-
cert.gov/sites/default/files/c3vp/csc-crr-nist-framework-crosswalk.pdf.

5.1.5 FINCSC i Finnish Cyber Security Certificate

5.1.5.1 Focus

The Finnish Cyber Security Certificate (FINCSC) is a cyberseedifiyation for companies and
organgatiors, especially Small and Medium Enterprises (SME). Its aim is to create an understanding
of the cybersecurity needs of the orgaation and using this knowledge to ensure business
continuity. Holding a FINCSCtdarate enables an orgasationto maintain information security and

data protection, as well as ensuring effective and reliable services for its customers and partners.

The FINCSC is suitable for all orgaindrs, regardless of typejseor sector. Howver, the scheme is
especially aimed at SMEs, as the originators considered that existing schemes were too expensive for
such companies.
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5.1.5.2 Associated Evaluation Scheme and Governance

The scheme was created and is governed by the JAMK University of Applied Sciences, in
collaboration with the Confederation of Finnish Industries, the Federation of Finnish Enterprises,
Telia Company Ltd and the Finnish Communications Regulatory Authority.

5.1.5.3 Process

The evaluation scheme is based on a self-assessment, using a questionnaire that contains
question in 11 different categories. The questionnaire is then assessed by an accredited
Assessor Body.

The fee for certification is 3500u.
After the certificate expires, the organisation must take part in a renewal process.
5.1.5.4 Practice

A pilot was carried out in 2015 and 2016. Since the official start of the scheme in December
2016, about 30 SMEs have obtained the certificate and the number grows continually. Five
companies have a license to act as an Assessor Body.

5.1.5.5 Formal Status
None.
5.1.5.6 Relation to other standards / schemes

There are no official relationships to other standards or schemes.

5.1.6 ISF Standard of Good Practice for Information Security

5.1.6.1 Focus

The Standard of Good Practice for Information Security 2016 provides comprehensive controls
and guidance on current and emerging information security topics enabling organisations to
respond to the rapid pace at which threats, technology and risks evolve. Implementing the
Standard helps organisations to:

9 Identify how regulatory and compliance requirements can be met

1 Respond to rapidly evolving threats, including sophisticated cyber security attacks by
using threat intelligence to increase cyber resilience

1 Be agile and exploit new opportunities T while ensuring that associated information risks
are managed to acceptable levels.

The 2016 version includes the introduction of topics such as:

1 Threat Intelligence
1 Cyber Attack Protection
9 Industrial Control Systems
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1 Information Risk Assessment
9 Security Architecture
1 Enterprise Mobility Management

5.1.6.2 Associated Evaluation Scheme and Governance
There is no evaluation scheme or certification. The standard serves as a guideline.

Founded in 1989, the Information Security Forum (ISF) is an independent, not-for-profit
association of leading organisations from around the world. It is dedicated to investigating,
clarifying and resolving key issues in cyber, information security and risk management by
developing best practice methodologies, processes and solutions that meet the business needs
of its Members.

5.1.6.3 Process
None.
5.1.6.4 Practice

Members of the ISF have free access to the Standard. It is unclear to what extent these members
have implemented the Standard.

Some of the members are listed on the following page: https://www.securityforum.org/about/our-
members/

5.1.6.5 Formal Status
None.
5.1.6.6 Relation to other standards / schemes

The Standard, along with the ISF Benchmark; a comprehensive security control assessment tool,
provide complete coverage of the topics set out in ISO/IEC 27002:2013, COBIT 5 for Information
Security, NIST Cybersecurity Framework, SANS Top 20 Critical Security Controls for Effective
Cyber Defense and Payment Card Industry Data Security Standard (PCl DSS) version 3.1.

5.1.7 IT Grundschutz

5.1.7.1 Focus

The IT-Grundschutz Catalogues contain recommendations for standard security safeguards for
typical business processes, applications, and IT systems. The objective of IT-Grundschutz is to
achieve an adequate level of protection for all information available in an organisation.

Central in the IT-Grundschutz catalogue are the modules. Each of the modules of the IT-
Grundschutz Catalogues contains a short description of the applicable components, approaches,
and IT systems, as well as an overview of the threat scenario and the recommended safeguards.
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The modules are grouped into the following catalogues according to the IT-Grundschutz layer
model:

1 Generic aspects: This includes modules such as security management (not WHAT needs
to be done, but concretises the HOW), as well as topics such as patch and change
management or outsourcing.

T Infrastructure: This layer presents recommendation on, among other things, the
protection of buildings, data centres, office spaces, mobile workplaces and cabling.

1 IT systems: This is a collection of instructions on securing various operating systems, as
well as mobile telephones, multifunctional devices, or routers and switches.

1 Networks: This layer covers security requirements for heterogeneous networks, network
management, WLAN (wireless networks), VolP (Voice over IP T computer telephony),
Bluetooth and other networks.

1 IT applications: This final layer presents measures for SAP, Exchange Server, Active
Directory and internet use, for example.

Next to the module section, the threat and the safeguard sections of the IT-Grundschutz
Catalogue contain detailed descriptions of 1) the threats referred to as the threat scenarios in the
individual modules and 2) the security safeguards mentioned in the modules.

In order to achieve an appropriate level of security, the BSI Standard 100-2 fi fie IT-Grundschutz
Methodologyodescribes how an efficient management system for information security can be set
up and how the IT-Grundschutz Catalogues can be used for this purpose. A systematic approach
is required to design the security process, and the security process is comprised of the following
phases in the context of IT-Grundschutz:

1 Initiation of the security process
0 Accepting of responsibility by the management
o Designing and planning the security process
o0 Creation of the policy for information security
o0 Establishment of a suitable organisational structure for information security
management
o Provision of financial resources, personnel, and the necessary time
0 Integration of all employees in the security process
1 Creation of a security concept
0 Structure analysis
o0 Determination of the protection requirements
0 Selection and adaptation of safeguards
0 Basic security check
0 Supplementary security analysis
1 Implementation of the security concept
i Maintenance of information security during live operations and implementation of
continuous improvement process

5.1.7.2 Associated Evaluation Scheme and Governance
In order to make the successful implementation of IT-Grundschutz clear to the outside world, the

BSI has developed a certification scheme for information security. This scheme takes the
requirements on management systems for information security found in ISO/IEC 27001 into
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account. Unlike the original ISO 27001 certification, t he @Al SO 27001 cer-ti fi

Gr u n d s adt anty zovers the information security management system, but also the concrete
technical implementation.

The Bundesamt fur Sicherheit in der Informationstechnik (BSI) is the German Upper-level Federal
agency in charge of managing computer and communication security for the German
government. Its areas of expertise and responsibility include the security of computer
applications, critical infrastructure protection, Internet security, cryptography, counter
eavesdropping, certification of security products and the accreditation of security test
laboratories.

5.1.7.3 Process

The basis for awarding an 1SO 27001 certificate on the basis of IT-Grundschutz is the audit
performed by an external auditor who is certified with the BSI. The result of the audit is an audit
report that is then presented to the certification department, which decides if the ISO-27001
certificate based on IT-Grundschutz should be awarded. Sets of criteria for the procedure are, in
addition to the ISO 27001 standard, the IT-Grundschutz methodology.

The auditors audit the submitted information security management system (ISMS) documents
and verify their correctness against spot checks in an onzite audit. This audit does not focus
merely on the concrete implementation of the catalogues of safeguards for technical systems.
Rather, it addresses the question of to what extent the management exercises its responsibility.
The audit asks, for example, whether the management has allocated sufficient resources to
permanently establish the information security management system. Once the ISMS has been
established and the measures have been implemented, the actual certification is relatively
effortless.

Because the process of fully implementing ITAsrundschutz is frequently long, there are two
preliminary stages, the initiation stage and the expansion stage, marked by so-c al | e d
certificates which can already be issued once certain subsets of the safeguards defined in the
catalogues have been implemented.

An ISO 27001 certificate is issued for three years. A brief, routine auditing visit is made once a
year to ensure the level of security is being maintained.

5.1.7.4 Practice
No central database of issued certificates is available.
5.1.7.5 Formal Status

None. However, an IT Grundschutz-based evaluation is mandatory (or will become mandatory)
for critical infrastructures in Germany in the context of KRITIS (see section 5.10.2).

audi
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5.1.7.6 Relation to other standards / schemes
The IT-Grundschutz is strongly related to ISO 27001, however it is significantly deeper and more

specific. Put simply, the controls (requirements) of ISO 27001 describe WHAT needs to be done,
while IT-Grundschutz additionally describes HOW it can be done.

5.1.8 ISO/IEC 27001 (Information Security Management
Systems 8 Requirements)

5.1.8.1 Focus

ISO/IEC 27001 is the best-known standard in the family providing requirements for an information

security management system (ISMS). | SO descri bes an | SMS as O0a
managing sensitive company information so that it remains secure. It includes people, processes
and I T systems by applyi ng The standark desoribesahgve ame n t

organisation must set its security objectives and determine the risks that threaten these
objectives. The organisation can respond to the identified risks with a risk treatment plan. An
important part of this plan is choosing appropriate controls. ISO 27001 contains a list of controls
for each security objective, although it is not mandatory to implement all of these controls and
other controls may be used as well.

ISO 27001 (together with other standards in the family) also provides the framework for 3 party
audits and certificationofanor gani sl®MSi ond s

The ISO 27001 family of standards has been growing quickly over the last years, and now
includes some 40 standards. The table below gives an overview of the most relevant of these
within the context of this document. Some of these standards are discussed in separate sections
of this document, as referenced.

ISO/IEC number Focus Reference

ISO/IEC 27002 Gives a more detailed description of the controls described in | -
Annex A of ISO 27001

ISO/IEC 27003 Gives implementation guidance for ISO 27001 -

ISO/IEC 27004 Gives guidance on monitoring, measurement, analysis and | -
evaluation of an ISMS

ISO/IEC 27005 Provides guidelines for information security risk management | -

ISO/IEC 27011 Adds requirements, guidance and controls specific for | 5.9.2
telecommunications organisations

SYS

proc
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ISO/IEC 27015 Adds requirements, guidance and controls specific for | 5.5.3
financial services organisations

ISO/IEC 27017 Adds requirements, guidance and controls specific for cloud | 4.5
services

ISO/IEC 27018 Adds requirements, guidance and controls specific for public | 4.7
cloud services acting as Personally ldentifiable Information
(PII) processors

ISO/IEC 27019 Adds requirements, guidance and controls specific for the | 5.3.2
energy industry

ISO/IEC 27032 Adds requirements, guidance and controls for improving | 5.1.10
cybersecurity

ISO/IEC 27033 Adds requirements, guidance and controls for network | 5.1.11
security

ISO/IEC 27034 Adds requirements, guidance and controls for application | 5.1.12
security

ISO/IEC 27035 Adds requirements, guidance and controls for incident | 5.1.13
management

ISO/IEC 27036 Adds requirements, guidance and controls for supplier | 5.1.13
management

ISO/IEC 27799 Health informatics - Information security management in | 5.7.1
health using ISO/IEC 27002

5.1.8.2 Associated Evaluation Scheme and Governance

Organisations can have their information security management system certified against 1SO
27001 by independent certification bodies. To ensure sufficient quality of these certifications,
certification bodies can be accredited by a national accreditation body. The International
Accreditation Forum keeps a list of all accreditation bodies per country, see
http://www.iaf.nu/articles/IAF_Members _Signatories/4.

Each accreditation body keeps a list of accredited certification bodies, such that interested
organisations can easily find a reputable party to work with.
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5.1.8.3 Process

When creating an ISMS that is able to be certified against ISO 27001, an organisation should
start by developing and documenting the necessary ISO 27001 procedures and controls. These
procedures and controls should then be implemented according to these documents. Regular
internal audits and management reviews of these documents and their implementing is part of the
requirements of 1ISO 27001 and follows from the requirement that the ISMS should not just be
(and remain) compliant, but should be continually improved. All non-compliancies found during an
internal audit or management review should be mitigated by corrective and preventive actions. In
other words, not only should the error be corrected, but measures should be taken to prevent the
error from happening again.

Once all of this is in place, the certification process can start. This is divided in two steps: a Stage

1 audit and Stage 2 audit. In the Stage 1 audit (Documentation review) the auditor checks
whether the organisation6s document ati on ISO2700d.oDugng Stage 2 audti t h
(Main audit) the auditor checks whether all organisation activities are compliant with both ISO
27001 and their documentation.

Any non-compliancies found by the auditor that prevent certification must corrected within a
certain time period. Once a certificate is granted, it is valid for three years, after which another
Stage 1 audit and Stage 2 audit must take place before the certificate can be renewed.

5.1.8.4 Practice

| SO regularly publishes the &l SO Survey of Certi
certificates to ISO management system standards (including 1ISO 9001, 14001, 20001 and
27001) worldwide. The latest edition of this survey is from 2015 and shows particularly quick
growth for ISO 27001 with a 20% increase to 27,536 certificates worldwide. With 10,446 issued
certificates, European organisations account for almost 40% of the total. The figure below is
taken from the survey.

ISO/IEC 27001 - Worldwide total
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B East Asia and Pacific
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The survey also makes clear that ISO 27001-certified organisations come from all sectors of the
economy, ranging from agriculture to education. The number of European countries in which
such organisations can be found is 47.

These numbers make clear that ISO 27001 is the IT-security related certification with the most
uptake in this survey, apart from some certifications for security professionals.

5.1.8.5 Formal Status

None.

5.1.8.6 Relation to other standards / schemes

ISO 27001 forms the basis for other standards in the ISO 270xx family.

ENISA listed ISO 27001 certification on its Cloud Certification Schemes List (CCSL) i see
https://resilience.enisa.europa.eu/cloud-computing-certification.

ISO/IEC 21827 (see section 5.11.3) is an International Standard based on the Systems Security
Engineering Capability Maturity Model (SSE-CMM) that can measure the maturity of the
implementation of ISO 27001 / ISO 27002 security controls.

5.1.9 ISO/IEC 27002 (Code of practice for information security
controls)

5.1.9.1 Focus

ISO/IEC 27002 is a code of practice - a generic, advisory document; not a formal specification
such as ISO/IEC 27001. It recommends information security controls addressing information
security control objectives arising from risks to the confidentiality, integrity and availability of
information. The same information security controls are also discussed in ISO

Management should define a set of policies to clarify their direction of, and support for,

information security. At the top |l evel, t her e

Within this policy, the following controls should be considered:

=

Organization of information security
Human resource security

Asset management

Access control

Cryptography

Physical and environmental security
Operations security

Communications security

System acquisition, development and maintenance
Supplier relationships

Information security incident management
Compliance

E R I R B B B R
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5.1.9.2 Associated Evaluation Scheme and Governance

Organizations that adopt ISO/IEC 27002 must assess their own information risks, clarify their
control objectives and apply suitable controls (or indeed other forms of risk treatment) using the
standard for guidance.

5.1.9.3 Process
None
5.1.9.4 Practice

Because of the relationship between ISO 27002 and ISO 27001, the numbers given in section
5.1.8.4 also apply for ISO 27002.

5.1.9.5 Formal Status
None
5.1.9.6 Relation to other standards / schemes

None

5.1.10 ISO/IEC 27032 (Guidelines for cybersecurity)

5.1.10.1 Focus

ISO/IEC 27032 provides guidance for improving the state of cybersecurity, drawing out its unique
aspects and its dependencies on other security domains. It covers the baseline security practices
for stakeholders in cyberspace. This standard provides:

1 an overview of cybersecurity,

1 an explanation of the relationship between cybersecurity and other types of security,

1 adefinition of stakeholders and a description of their roles in cybersecurity,

9 guidance and controls (over and above those in ISO/IEC 27001) for addressing common
cybersecurity risks,

1 aframework to enable stakeholders to collaborate on resolving cybersecurity issues.

5.1.10.2 Associated Evaluation Scheme and Governance
See section 5.1.8.2 on the governance of ISO 27001.

At least some 1SO 27001 certification bodies offer certification against ISO 27032, even though it
officially is a guideline and not a certification standard. Such a certification means that the ISMS
in question obtained ISO 27001 certification and additionally complies with the guidance for the
existing security controls and with the new controls in ISO 27032.
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5.1.10.3 Process

See section 5.1.8.3 on the certification process for ISO 27001.

5.1.10.4 Practice

As the ISO survey (see section 5.1.8.4) does not give information on ISO 27032 separately, it is
hard to get an overview. A number of companies claiming certification against ISO 27032 were
found, however this number seems to be quite limited.

5.1.10.5 Formal Status

None.

5.1.10.6 Relation to other standards / schemes

Given the broad scope of this standard, the controls provided are at a high level. The standard
does refer to a number of other standards to provide more detalil.

PECB offers basic and more advanced courses (including exams and certificates) on 1ISO 27032,
including courses for auditors.

5.1.11 ISO/IEC 27033 (Network Security)

5.1.11.1 Focus

ISO/IEC 27033-1:2015 includes the following:

)l

An overview of network security and related definitions. It defines and describes the
concepts associated with, and provides management guidance on, network security
Guidance on how network security risks are identified and analysed, and the definition of
network security requirements based on that analysis.

An overview of the controls that support network technical security architectures and
related technical controls, as well as those non-technical controls and technical controls
that are applicable not just to networks

An introduction to good quality network technical security architectures, and the risk,
design and control aspects associated with typical network scenarios and network
"technology" areas, and briefly addresses the issues associated with implementing and
operating network security controls, and the on-going monitoring and reviewing of their
implementation.

5.1.11.2 Associated Evaluation Scheme and Governance

See section 5.1.8.2 on the governance of ISO 27001.

At least some ISO 27001 certification bodies offer certification against ISO 27033, even though it
officially is a guideline and not a certification standard. Such a certification means that the ISMS
in question obtained ISO 27001 certification and additionally complies with the guidance for the
existing security controls and with the new controls in ISO 27033.
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5.1.11.3 Process
See section 5.1.8.3 on the certification process for ISO 27001.
5.1.11.4 Practice

As the ISO survey (see section 5.1.8.4) does not give information on ISO 27033 separately, it is
hard to get an overview. A number of companies claiming certification against ISO 27033 were
found, however this number seems to be quite limited.

5.1.11.5 Formal Status
None
5.1.11.6 Relation to other standards / schemes

ISO/IEC 27033 is part of the ISO 27000 family.

5.1.12 ISO/IEC 27034 (Application Security)

5.1.12.1 Focus

ISO/IEC 27034 offers guidance on information security to those specifying, creating or procuring,
implementing and using application systems. The aim is to ensure that computer applications
deliver the necessary level of security in support of the organisationd s | atibnoSecurity
Management System. ISO 27034 consists of six parts, some of which are still drafts:

Part 1: Overview and concepts i published 2011

Part 2: Organisation normative framework i published 2015

Part 3: Application security management process i expected publication May 2017

Part 4: Application security validation i expected publication 2019

Part 5: Protocols and application security control data structure - expected publication

May 2017

1 Part 5-1: Protocols and application security control data structure i XML schemas i
under development

i Part 6: Case studies i published 2016 (informative)

= A A A A

ISO/IEC 27034 is aimed at architects, analysts, programmers, testers, IT Team, DBA, Admins,
etc., who need to know what and when Application Security Controls should be applied, integrate
Application Security Controls in their activities, meet the requirements of the Application Security
Controls associated measurements, get access to tools and best practices and facilitate peer
review.

It can also be used by auditors, in order to know the scope and process of verification
measurements for the corresponding Application Security Controls, make audit results
repeatable, identify a list of verification measurements which can generate supporting evidence to
demonstrate that the application has reached the required level of trust authorised by the
management and standardise the application security verification.
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5.1.12.2 Associated Evaluation Scheme and Governance
See section 5.1.8.2 on the governance of ISO 27001.

It does not seem currently possible (yet) to be evaluated by an independent certification body
against ISO 27034 specifically.

5.1.12.3 Process
See section 5.1.8.3 on the certification process for ISO 27001.
5.1.12.4 Practice

A number of companies (including Microsoft) have issued self-declarations for conformance
against 1ISO 27034-1.

Several companies offer basic and more advanced courses (including exams and certificates) on
ISO 27034, including courses for auditors.

5.1.12.5 Formal Status
None.
5.1.12.6 Relation to other standards / schemes

ISO/IEC 27034 does not propose any Application Security Controls by itself, nor any coding or
testing best practices, although Part 6 discusses some possibilities. A possible source of best
practices and technical details that can be used to create ASCs is the OWASP Top 10, see
section 3.7.2. OWASP has started a project to convert the latest OWASP Top 10 into ASCs
suitable for use with ISO 27034; see
https://www.owasp.org/index.php/OWASP_1SO_IEC 27034 Application_Security Controls_Proj
ect.

5.1.13 ISO/IEC 27035 (Information security incident
management)

5.1.13.1 Focus

ISO/IEC 27035 consists of two parts: 27035-1 and 27035-2:

1 Part 1 outlines the concepts and principles underpinning information security incident
management and introduces the remaining part(s) of the standard. It describes an
information security incident management process consisting of five phases, and says
how to improve incident management.

9 Part 2 concerns assurance that the organisation is in fact ready to respond appropriately
to information security incidents that may yet occur. It addresses the rhetorical question

AAre we ready to respond to an incident?o0

improve things for the future. It covers the Plan and Prepare and Lessons Learned
phases of the process laid out in part 1.

anf
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5.1.13.2 Associated Evaluation Scheme and Governance
See section 5.1.8.2 on the governance of ISO 27001.

At least some ISO 27001 certification bodies offer certification against ISO 27035, even though it
officially is a guideline and not a certification standard. Such a certification means that the ISMS
in question obtained ISO 27001 certification and additionally complies with the guidance for the
existing security controls and with the new controls in ISO 27035.

5.1.13.3 Process

See section 5.1.8.3 on the certification process for ISO 27001.

5.1.13.4 Practice

As the ISO survey (see section 5.1.8.4) does not give information on ISO 27035 separately, it is
hard to get an overview. A humber of companies claiming certification against ISO 27035 were
found, however this number seems to be quite limited.

5.1.13.5 Formal Status

None

5.1.13.6 Relation to other standards / schemes

ISO/IEC 27035 is part of the ISO 27000 family.

The ETSI standards on Information Security Indicators (see http://www.etsi.org/technologies-
clusters/technologies/information-security-indicators) form a specific reference framework for
information security incident management, providing:

1 A full set of operational indicators for organisations to use to benchmark their security
posture,
1 A guide to select operational indicators from the full set,

1 A security event classification model and taxonomy,

1 Guidelines for security event detection testing and assessment of detection
effectiveness,

1 Key Performance Security Indicators (KPSI) to evaluate the maturity of security event
detection

5.1.14 ISO/IEC 27036 (Information security for supplier
relationships)

5.1.14.1 Focus

ISO/IEC 27036 consists of four parts:

1 Part 1 provides overview and concepts of information security in supplier relationships.


http://www.etsi.org/technologies-clusters/technologies/information-security-indicators
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1

Part 2 provides a high level framework for establishing information security requirements
and expectations in supplier relationships. This framework includes governance, life cycle
processes, and relevant high-level requirements statements.

Based upon part 1 and part 2, the other two parts focus upon guidelines for ICT supply chain
security and guidelines for security of cloud services.

)l

Part 3 provides guidelines to acquirers and suppliers for managing information security
risks associated with the ICT products and services supply chain. It builds on the
requirements in Part 2 and provides additional practices that augment high-level
requirements from Part 2. A wide range of information security controls are noted in part
3.

Part 4 provides guidelines for information security of cloud computing services which are
often provided through supply chain from the perspective of both the acquirer and
supplier of such services. Specifically, it involves managing the information security risks
associated with cloud computing services throughout the supplier relationship life cycle. It
builds on the requirements in Part 2 and provides additional practices that can augment
high-level requirements from Part 2 and guidance from Part 3.

5.1.14.2 Associated Evaluation Scheme and Governance

There is no related evaluation scheme. Moreover, part 2 explicitly states that ISO/IEC 27036 Part
2 is not intended for certification purposes.

However, see section 5.1.8.2 on the governance of ISO 27001.

5.1.14.3 Process

See section 5.1.8.3 on the certification process for ISO 27001.

5.1.14.4 Practice

The I1SO survey (see section 5.1.8.4) does not give information on ISO 27036 separately, and an
exact number therefore cannot be given.

5.1.14.5 Formal Status

None

5.1.14.6 Relation to other standards / schemes

ISO/IEC 27036 is part of the ISO/IEC 27001 family (see section 5.1.8).

Part 3: Most of the controls mentioned in this part are covered in general terms by ISO/IEC
27002, however, this part provides additional guidance in the specific context of ICT supplies. An
annex includes a breakdown of comparable clauses in ISO/IEC 15288 and ISO/IEC 12207, and
another identifies relevant clauses from ISO/IEC 27002.

Part 4: This part does not include business continuity management/resiliency issues involved with
the cloud service. ISO/IEC 27031 addresses business continuity. This part does not provide
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guidance on how a cloud service provider should implement, manage and operate information
security. Guidance on those can be found in ISO/IEC 27002 and ISO/IEC 27017 (see section
4.6).

5.1.15ISO/IEC 29100 (Privacy architecture framework) and
related 1SO standards

5.1.15.1 Focus

ISO issued a set of guidelines and frameworks on privacy protection. Other standards are in
preparation

The main standards already published are:

1 ISO/IEC 29100 (Privacy framework):
0 This document provides a privacy framework which:
A specifies a common privacy terminology;
A defines the actors and their roles in processing personally identifiable
information (PII);
A describes privacy safeguarding considerations; and
A provides references to known privacy principles for information
technology.
1 ISO/IEC 29101 (Privacy architecture framework):
0 This document defines a privacy architecture framework that
A specifies concerns for information and communication technology (ICT)
systems that process personally identifiable information (PII);
A lists components for the implementation of such systems; and
A provides architectural views contextualizing these components.
1 ISO/IEC 29190 (Privacy capability assessment model):
0 This document provides organisations with high-level guidance about how to
assess their capability to manage privacy-related processes. In particular, it
A specifies steps in assessing processes to determine privacy capability,
A specifies a set of levels for privacy capability assessment,
A provides guidance on the key process areas against which privacy
capability can be assessed,
A provides guidance for those implementing process assessment, and
A provides guidance on how to integrate the privacy capability assessment
into organisations operations.

Privacy standards under development include:

T ISO/IEC 29134 (Guidelines for privacy impact assessment):
0 This document gives guidelines for:
A aprocess on privacy impact assessments; and
A astructure and content of a PIA report.
1 ISO/IEC 27550 (Privacy engineering):
0 For this standard no further information could be found.
1 ISO/IEC 27551 (Requirements for attribute-based unlinkable entity authentication)
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o For this standard no further information could be found.

1 ISO/IEC 27552 (Enhancement to ISO/IEC 27001 for privacy management

Requirements)
o For this standard no further information could be found.

1 ISO/IEC 29151 (Code of practice for personally identifiable information protection)

o For this standard no further information could be found.
1 ISO/IEC 20547-4 (Big data reference architecture -Security and privacy fabric)
o For this standard no further information could be found.

5.1.15.2 Associated Evaluation Scheme and Governance
None.

5.1.15.3 Process

None.

5.1.15.4 Practice

None.

5.1.15.5 Formal Status

None.

5.1.15.6 Relation to other standards / schemes

Another ISO standard related to privacy is ISO / IEC 27018, see section 4.7.

5.1.16 LEET Security Stamp

5.1.16.1 Focus

The LEET Security Stamp is based upon a rating guide containing over 850 controls with the
focus upon Confidentiality, Integrity and Availability. These controls are subdivided into 14

categories:

=

Information Security Management Program
Systems Operation
Personnel Security
Facility Security
Third-party processing
Resilience
Compliance

Malware protection
Network controls
Monitoring

Access control

E N N B |
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1 Secure development
1 Incident handling

I Cryptography
5.1.16.2 Associated Evaluation Scheme and Governance

The organisation is rated using the rating guide, and the score will be displayed within three
dimensions: Confidentiality, Integrity and Availability. The LEET stamp shows the score for the
qualified service achieved on each of them, depending on the security and service continuity
implemented measures.

LEET) :
SECURITY
K] 8

[

Confidentiality Integrity  Availability '- n a
‘ -—

E D C

Implements basic Implements security High level of security High level of security Implements maximum
security measures mechanisms similar measures, similar measures, similar levels of security
to basic standards  or even exceeding or even exceeding according to the state
international international of art
standards standards

The guide was developed by Leet Security after receiving feedback from interested parties
(people / organisations commenting are listed in the acknowledgments section). The rating
agency LEET Security is an independent entity, formed for the sole purpose of developing and
managing a labeling system to qualify reliably the levels of information security offered by ICT
service providers, particularly -but not solely- in cloud environments.

Customers / providers will provide feedback during the next review period (every 2 years). Leet
Security is responsible for keeping the guide up to date, updating it with addressing emerging
technologies and new threats. Leet Security is also responsible for maintain the list of current
labelled / rated services and assuring the continuous adherence of those services to the level
published. Customers have free access to a safe channel to express any divergence between
current situation in the service provided and the level of security rated. Leet Security is
responsible for investigating all the issues raised. In order to assure that security labels / ratings
correspond to the current situation, Leet Security is also responsible for auditing service providers
periodically.

5.1.16.3 Process

9 The first step to get a service rated is to complete an application through the website or
offline. Once the application has been processed, the following step is signing the
contract that establishes the use conditions of our rating system and defines the scope
and characteristics of the service/s being rated.

1 The next step, the registration process, has different activities:

1. Training. Each service provider needs to have a minimum of people with enough
knowledge of rating methodology and criteria.
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2. Presentation of memorandum. The service provider should present a memorandum
where it explains and justifies how and why it considers that its service should have a
particular rating level.

3. Validation. Based on the previous documentation, the rating agency will carry out an
on-site evaluation within the following 20 days, and approve the service rating
application, require further information or clarification, or to propose and alternative
level.

1 The follow-up to ensure that the required conditions are maintained during the period of
validity, is performed based on three additional control mechanisms:

1. Perform random audits.

2. Digital surveillance, including incident/compain notification channel for users of rated
services.

3. Obligation for the provider to notify LEET Security about any circumstance or
modification that may affect the rating.

1 In either case, LEET Security would proceed with a reassessment in order to determine
whether maintenance or modification of the rating levels granted to the service.
1 The rating has a period of validity of 12 months starting in the date when it is formally
approved.

5.1.16.4 Practice

ENISA listed the LEET Security Rating Guide on its Cloud Certification Schemes List (CCSL) 1
see https://resilience.enisa.europa.eu/cloud-computing-certification.

5.1.16.5 Relation to other standards / schemes

None.

5.1.17 Open Trusted Technology Provider Standard (O-TTPS)

5.1.17.1 Focus

The O-TTPS is an open standard containing a set of organisational guidelines, requirements, and
recommendations for integrators, providers, and component suppliers to enhance the security of
the global supply chain and the integrity of Commercial Off The Shelf (COTS) Information and
Communication Technology (ICT). This standard if properly adhered to will help assure against
maliciously tainted and counterfeit products throughout the COTS ICT product life cycle
encompassing the following phases: design, sourcing, build, fulfillment, distribution, sustainment,
and disposal.

5.1.17.2 Associated Evaluation Scheme and Governance

The Open Group Trusted Technology Forum (OTTF) offers a program which grants organisation
with a certification if they comply with the O-TTPS.

The OTTF is a global initiative that invites industry, government, and other interested participants
to work together to evolve this document and other OTTF deliverables.
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The OTTF has a large number of members. The platinum members are Capgemini, Fujitsu, HP,
Huawei, IBM, Oracle and Philips. Notable gold members are American Express, Boeing,
Microsoft and NASA. The full list can be accessed at
https://reports.opengroup.org/membership_report_all.pdf.

5.1.17.3 Process

Organisations can get the certification either through a self-assessment or by third party
assessment. The certification is valid for three years.

The Third-Party Assessed tier requires the applicant to use an O-TTPS Recognized Assessor to
assess evidence of conformance that is supplied by the applicant. For the Self-Assessed tier, the
applicant completes the assessment independently and is not required to use an O-TTPS
Recognized Assessor, though may choose to utilise the assistance of a third-party assessor in
determining conformance.

The list of recognised assessors can be found on http://certification.opengroup.org/ottps-
recognized-assessors.

5.1.17.4 Practice

At this point only two organisations are certified with the O-TTPS: IBM and Huawei. The list can
be found on https://certification.opengroup.org/register/ottps-certification

5.1.17.5 Formal Status
None.
5.1.17.6 Relation to other standards / schemes

None.

5.1.18 Service Organisation Controls (SOC)

5.1.18.1 Focus

The Assurance Services Executive Committee (ASEC) of the American Institute of CPAs
(AICPA) has developed the Trust Services Principles and Criteria (TSPC) which address the risks
and opportunities of IT-enabled systems and privacy programs. The following principles and
related criteria are used by practitioners in the performance of Trust Services engagements:

9 Security. The system is protected against unauthorised access, use, or modification to
meet the entityds commitments and system

T Availability. The system is avail abl e
commitments and system requirements.

1 Processing integrity. System processing is complete, valid, accurate, timely, and

requir
for op

authorised t o meet the entitybés commitments and syst

T Confidentiality. I nformation designated
commitments and system requirements.

as con


https://reports.opengroup.org/membership_report_all.pdf
http://certification.opengroup.org/ottps-recognized-assessors
http://certification.opengroup.org/ottps-recognized-assessors
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1 Privacy. Personal information is collected, used, retained, disclosed and disposed to meet
the entityds commitments and system requirement

5.1.18.2 Associated Evaluation Scheme and Governance

AICPA has developed three different kind of Service Organisation Controls (SOC) of which type 2
and 3 specifically focus upon the TSPC. The SOC are designed to help service organisations,
organisations that operate information systems and provide information system services to other
entities, build trust and confidence in their service delivery processes and controls through a
report by an independent Certified Public Accountant (CPA).

Each type of SOC report is designed to help service organisations meet specific user needs:

I SOC1: Report on Controls at a Service Organisation Relevantt o Us er Entitiesod
Control over Financial Reporting
I These reports are intended to meet the needs of entities that use service organisations and
the service auditors who audit the wuser entitie
effect of controls at the service organisatonon t he user entitiesd financi
1 SOC2: Report on Controls at a Service Organisation Relevant to Security, Availability,
Processing Integrity, Confidentiality or Privacy
i These reports are intended to meet the needs of a broad range of users who need
information and assurance about controls at a service organisation that affect the security,
availability, or processing integrity of the systems that the service organisation uses to
process user s 6 identatityaor privacytofhtlee inforonatibn processed by these
systems.
I SOCS3: Trust Services Report for Service Organisations
I These reports are designed to meet the needs of a wider range of users who need assurance
about controls at a service organisation that affect the security, availability, or processing
integrity of the systems used by a service organisatont o process wuserso6 infor
confidentiality or privacy of that information, but do not have the need for or knowledge
necessary to effectively use a SOC2 report.

Unlike a SOC 1 report, which is only an auditor-to-auditor communication, SOC 2 Reports are
generally restricted use report (at the discretion of the auditor using the guidance in the standard)
and SOC 3 Report (in all cases) will enable the service organisation to share a general use report
that would be relevant to current and prospective customers or as a marketing tool to
demonstrate that they have appropriate controls in place to mitigate risks related to security,
privacy, etc.

The American Institute of CPAs is active in 143 countries. AICPA members represent many
areas of practice, including business and industry, public practice, government, education and
consulting.

The AICPA sets ethical standards for the profession and U.S. auditing standards for private
companies, nonprofit organisations, federal, state and local governments. It develops and grades
the Uniform CPA Examination, and offers specialty credentials for CPAs who concentrate on
personal financial planning; forensic accounting; business valuation; and information
management and technology assurance.
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5.1.18.3 Process

1.

3.

Choosing what SOC suits the organisation:

Will the report be used by your customers and their | Yes | SOC 1 Report
auditors to plan and perform an audit or integrated audit
ofyourcust omer és financi al st

Will the report be used by your customers as part of their | Yes | SOC 1 Report
compliance with the Sarbanes-Oxley Act or similar law or
regulation?

Will the report beused byyour customers or|Yes | SOC 2 or 3
stakeholders to gain confidence and place trust in a Report
service organisationd s sy st ems ?

Do you need to make the report generally available or | Yes | SOC 3 Report
seal?

Do your customers have the need for and ability to | Yes | SOC 2 Report
understand the details of the processing and controls at a
service organisation, the tests performed by the service | \o | soc 3 Report
auditor and results of those tests?

Choose a CPA that will take the SOC audit from the following list:
http://www.aicpa.org/InterestAreas/GovernmentalAuditQuality/Membership/Pages/Finda
memberfirm.aspx

It is not clear whether all these members offer SOC audits, but some notable CPAs that
do are Deloitte, Ernst & Young and Price Waterhouse Coopers

The auditing process is not predefined and can therefore differ between CPAs.

5.1.18.4 Practice

The following list includes but is not limited to:

)l
T

Amazon web services
Microsoft Azure

Between October and December of 2015, EY surveyed 49 global financial services organisations
with third-party risk functions in the retail and commercial banking, investment banking,
insurance, and wealth and asset management sectors. The purpose of the survey was to address
the distinctive nature of managing third-party risk in the financial services industry.

71% of organisations find that a service organisation controls (SOC) 2 report is useful (neutral or
above) in reducing or removing the need to perform a review on a third party, up from 52% last

year.


http://www.aicpa.org/InterestAreas/GovernmentalAuditQuality/Membership/Pages/Findamemberfirm.aspx
http://www.aicpa.org/InterestAreas/GovernmentalAuditQuality/Membership/Pages/Findamemberfirm.aspx
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5.1.18.5 Formal Status
None.

ENISA listed the SOC 1, 2 and 3 on its Cloud Certification Schemes List (CCSL) i see
https://resilience.enisa.europa.eu/cloud-computing-certification.

5.1.18.6 Relation to other standards / schemes

None.

5.1.19 Shared Assessments Program

5.1.19.1 Focus

For most top-tier organisations, outsourcing key functions has become a necessary component to

creatingef f i ci enci es i n today 0satiors onogp deeelop ceropeeheosivg .

programs managing third party risk in areas such as security, cybersecurity, technology, privacy,
and business resiliency risk.

The standard focusses upon key controls in the following domains of third party risk
management:

Risk assessment and treatment
Security policy

Organisational security

Asset and information management
Human resources security

Physical and environmental security
Operations management

Access control

Application security

Incident event and communications management
Business resiliency

Compliance

Network security

Privacy

Treatment management.

Server security

Cloud security

E N N R B B R B B B B R B

5.1.19.2 Associated Evaluation Scheme and Governance

The Shared Assessments Program consists of two schemes in order to evaluate the key controls:
the Standardized Information Gathering (SIG) questionnaire and the Agreed Upon Procedures
(AUP). The two can be used separately, but the AUP can also be used as a verification of the
SIG.

Or ga


https://resilience.enisa.europa.eu/cloud-computing-certification
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1 The SIG questionnaire allows an issuer/outsourcer to obtain all of the information
necessary to conduct an initial assessment of
privacy, data security and business resiliency controls. Questions within the SIG are
filtered by the user to apply to the specific type of service outsourced to the third party.

1 The AUP is a tool for performing standardised onsite risk management assessments,
including assessments of cybersecurity, IT, privacy, data security, and business
resiliency. The AUP provides several vital functions:

o First it allows an outsourcer to validate the answers provided by a third party
using the SIG questionnaire.

0 Secondly, it sets forth the risk control areas to be assessed as part of an onsite
assessment, as well as the procedures to be followed while conducting the
assessment and the sampling procedures to be used.

Shared Assessments is a member-driven, industry-standard body with tools and best practices.
Shared Assessments Program members work together to eliminate redundancies and create
efficiencies, giving all parties a faster, more rigorous, more efficient and less costly means of
conducting security, privacy and business resiliency control assessments. The list of members
can be found on the following website: https://sharedassessments.org/assessment-firms/.

5.1.19.3 Process

Organisations can use the SIG and the AUP both to evaluate their own controls, as well as
evaluating that of third party services providers.

The SIG guestionnaire requires answering a large number of questions. However, questions that
are not related with the activities of the organisation can be omitted. The AUP focusses on an
onsite assessment collecting and reporting results.

5.1.19.4 Practice

Organisations having applied the Shared Assessment Program include, but are not limited to,
financial institutions, healthcare organisations, energy/utility, retailers, and telecommunications
companies.

Between October and December of 2015, EY surveyed 49 global financial services organisations
with third-party risk functions in the retail and commercial banking, investment banking,
insurance, and wealth and asset management sectors. The purpose of the survey was to address
the distinctive nature of managing third-party risk in the financial services industry.

28% of respondents adopted the Shared Assessments program as a framework, up from 24%
the year prior. There was a strong correlation between organisations that used Shared
Assessments and those that accept a SIG or AUP to reduce or replace assessment efforts.

5.1.19.5 Formal Status

None



https://sharedassessments.org/assessment-firms/
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5.1.19.6 Relation to other standards / schemes

The controls are annually updated, and are based on referenced industry regulations, guidelines
and standards.

5.1.20 ULD Datenschutzaudit

5.1.20.1 Focus

Authorities in Schleswig-Holstein can have their privacy protection system checked and audited
in a formal procedure by the ULD. If the process is successful, the authority is awarded an 4JLD
Datenschut zaudit 6 ( UL Dlab@.aPrivate ddompanies can ibe audited utabi
provided they are part of the data processing system in a public office.

5.1.20.2 Associated Evaluation Scheme and Governance

The goals of the 6Unabh?2ngi ges ULD independer 1State
Centre for Data Protection) are:

1 Following up all alleged data protection violations and sending the concerned parties a
written final assessment.

1 Monitoring the processing of data by Schleswig-Holstein authorities; objecting to
violations of the data protection law and demanding rectification of defects.

9 Advising authorities, corporations and citizens on all data protection issues, for example
when setting up new computer systems or when questions arise on the interpretation of
data protection law or legislation.

5.1.20.3 Process

The audit is based on a written agreement between the relevant authority and the ULD. This is
followed by stocktaking, defining the privacy protection targets, setting up a privacy protection
management system and drawing up a privacy policy. If the report from the ULD is successful,
a privacy protection audit label is finally awarded for three years.

t)

um

f

e r

The costs for the audit are based on the expected

employee is used. Personnel expenses shall be determined before completion of the agreement
between the respective authority and the ULD.

5.1.20.4 Practice

In total 32 authorities are listed on the ULD Datenschutzaudit as having obtained the label since
2007.

The European Union currently partly funds the ULD Datenschutzaudit programme as part of its
"e-region Schleswig-Holstein" programme. Thanks to this financial support, small and medium-
sized enterprises (SME) in the region are being offered an incentive to obtain a Datenschutzaudit.
Companies meeting the funding criteria under the "eRegion Schleswig-Holstein" initiative receive
a fixed sum to partially offset the costs of the audit. The ULD also provides its standard
chargeable services in the certification process free of charge in these cases.
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5.1.20.5 Formal Status
None.
5.1.20.6 Relation to other standards / schemes

Although there is no official requirement, using IT products that have obtained an ULD
Datenschutz-Gltesiegel (see section 3.1.8) simplifies the process for authorities to obtain an
LD Datenschutzauditdo | abel

5.2 Standards and schemes for Industry 4.0 and
ICS (SWG 3.1)

5.2.1 ANSSI Cybersecurity for Industrial Control Systems

5.2.1.1 Focus

Industrial Control Systems (ICS) today are highly computerised and interconnected with IT
systems or the Internet. As such, they are exposed to the same threats, with potentially more
serious consequences. The objective is to subject all new critical ICSs to an approval process,
thus ensuring that their cybersecurity level is acceptable according to their current threat status
and its potential developments.

According to ANSSI, the objective of cybersecurity is to analyse system vulnerabilities (hardware,
software, procedures, and human factors) in order to implement measures to limit and be in a
position to safeguard the continuity of core business functions to an acceptable extent. Based on
this vision ANSSI published guides on Cybersecurity for ICS. The working group on cybersecurity
in Industrial Control Systems is composed with actors in the field of automated industrial process
control systems and specialists in IT3 Security, and has drafted a set of measures to improve the
cybersecurity of ICS4. These guides are pragmatic to help all the stakeholder of the industry to
take into account the cybersecurity related issues. They offer a simple and appropriated
methodology, illustrated by real situations.

The guides can be found here in English and French: https://www.ssi.gouv.fr/quide/la-
cybersecurite-des-systemes-industriels/

5.2.1.2 Associated Evaluation Scheme and Governance

ANSSI is the national authority in the area of cyber defense and network and information security
(NIS) body for France. The mission of ANSSI consists of a broad range of regulatory and
operational activities, from issuing regulations and verifying their application, to monitoring, alert
and rapid response i particularly on government networks.

Whether ANSSI certifies and / or approves specifically against the ICS guidelines and how is not
clear.


https://www.ssi.gouv.fr/guide/la-cybersecurite-des-systemes-industriels/
https://www.ssi.gouv.fr/guide/la-cybersecurite-des-systemes-industriels/
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5.2.1.3 Process

As the General Security Guidelines (French acronym "RGS") indicate, the guidelines are built
upon four pillars that are essential for the good functioning of ICSs:

91 Availability: within a context of high productivity, any degradation in availability results
directly in financial losses and dissatisfied customers (delivery delays, increased
production costs, production down-time, etc.);

9 Integrity: compliance in this regard certifies that the products and services provide meet
customer or regulatory requirements. For Safety Instrumented Systems (SIS) that protect
assets and individuals (for example, safety shutdown systems), this is imperative.
Integrity concerns all ICS components, for example PLC programmes, data exchange
and SCADA software databases;

1 Confidentiality: this is sometimes minimised, but the divulging of a company's information
assets can have a very tangible impact on its profits and its future (loss of customers).
ICSs contain sensitive parameters and data such a manufacturing formulae, quantities of
substances used, system plans, maintenance plans, PLC programs and devices address
lists. These can be exploited by competitors or malicious groups to direct targeted
attacks or simply to collect data enabling company know-how to be copied;

9 Traceability: this is a regulatory requirement in many activity sectors (e.g. food, transport
and nuclear industries). Not being able to provide proof of the traceability of operations
carried out, materials used and origin of materials, and non-compliance with regulatory
requirements may result in legal action being taken against a company.

Under the guidelines all ICSs are classified according to the method described in the
Classification Method and Key Measures Guide:
https://www.ssi.gouv.fr/luploads/2014/01/industrial_security WG_Classification_Method.pdf

Each class systematically includes the measures of the class below it. Below is a brief description
of the three cybersecurity classes for ICSs.

1 Class 1: ICSs for which the risk or impact of an attack is low. The measures
recommended for this class must be able to be applied in complete autonomy. This class
mainly corresponds to rules provided in the ANSSI Healthy Network Guide.

9 Class 2: ICSs for which the risk or impact of an attack is significant. There is no state
control over this class of ICS, but in the event of inspection or incident, the responsible
entity must be able to provide evidence that adequate measures have been
implemented.

1 Class 3: ICSs for which the risk or impact of an attack is critical. In this class, the
obligations are heightened and the conformity of ICSs is verified by the state authority or
an accredited body.

For each Class different methods have to be implemented on areas, such as: training,
responsibility, and risk analysis (not exhaustive). Find the full list of required methods in the
document mentioned above.

Price and duration not found.


https://www.ssi.gouv.fr/uploads/2014/01/industrial_security_WG_Classification_Method.pdf
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5.2.1.4 Practice
Not found.
5.2.1.5 Formal Status

The guidance documents are used to define the methods for applying the measures set out
within the framework of French law No. 2013-1168 of 18 December 2013, known as the Military
programming law (LPM). The enforcement mechanics around this law are unclear.

5.2.1.6 Relation to other standards / schemes

Technical terms in the guidelines relating to information system security are based on the ISO
27000 standards series and the IGI 1300 (French government standard on classified
information). Furthermore, Cybersecurity classes and asset determination is performed according
to a level of impact and likelihood. This method is based on terms and concepts found in risk
analysis methods such as the EBIOS method.

5.2.2 API STD 1164 (Pipeline SCADA Security)

5.2.2.1 Focus

This APl (American Petroleum Institute) standard on SCADA security provides guidance to the
operators of oil and gas liquids pipeline systems for managing SCADA system integrity and
security.

The APl STD 1164 standard is an industry voluntary standard specifically designed to provide the
operators with a description of industry practices in SCADA security, and to provide the
framework needed to develop sound security practices within the operator's individual
companies. Therefore, the use of this standard is not limited to pipelines but should be viewed as
a listing of best practices to be employed when reviewing and developing standards for a SCADA
system. As a voluntary standard, each operator has the liberty to utilise, or not, any and all of the
standard within their SCADA system.

The standard provides a means to improve the security of the pipeline SCADA operation by:

1 analyzing vulnerabilities of the SCADA system that can be exploited by unauthorised
entities,

1 listing the processes used to identify and analyze the SCADA system vulnerabilities to
unauthorised attacks,

1 providing a comprehensive list of practices to harden the core architecture, and

1 providing examples of industry best practices.

API 1164 addresses access control, communication security (including encryption), information
distribution classification, physical issues (including disaster recovery and business continuity
plans), operating systems, network design, data interchange between enterprise and third-party
support/customers, management systems, and field devices configuration and local access.
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Appendix A in APl 1164 contains a checklist guide for evaluating SCADA system security and
Appendix B illustrates an example of a security plan for a SCADA control system.

The Appendix A checklist addresses the following areas:

Authentication

Change and problem management

Network connectivity

Application and database

Personnel security

System security audit and review

Physical security

Computer, telephone, and network usage
Information retention/archive/backup

Information classification and application criticality
Contractors, vendors, consultants, and third parties.

N N B B I R

The security plan in Appendix B comprises sections on identification, documentation, risk
analysis, preventive action, oversight, and security management.

5.2.2.2 Associated Evaluation Scheme and Governance
None. The Framework is meant to provide best practices for organisations to implement advance

supervisory control and data acquisition (SCADA) cyber security. The standard is maintained by
API Standards Department (standards@api.org).

5.2.2.3 Process

Implementation of this standard, to advance supervisory control and data acquisition (SCADA)
cyber security, is not a simple process or one-time event, but a continuous process. The overall
process could take years to implement correctly depending on the complexity of the SCADA
system. Additionally, the process would optimally be started as part of a SCADA upgrade project
and use this standard to fAdesign inodo security as

A SCADA security program for the organisation shall be designed to ensure the organisation6 s
ongoing implementation of industry best practices in cyber security and compliance with all

relevant standards. The SCADA security program will identify accountability for all aspects of

SCADA security at every organisational | e v e | at it scope shoul d i
organisation, business partners, vendors, and external suppliers of SCADA products and

services for the SCADA system.

The SCADA security program should document the SCADA security plan, identify the roles and
responsibilities of security professionals and practitioners who will implement policies and
procedures, and provide for the coordination of security efforts in the SCADA domain with the
cyber security activities of the entire organisation.

5.2.2.4 Practice

Not known.


mailto:standards@api.org
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5.2.2.5 Formal Status
Not known.
5.2.2.6 Relation to other standards / schemes

Not known.

5.2.3 BSI ICS Security Compendium

5.2.3.1 Focus

The Industrial Control Systems (ICSs) Security Compendium provides an overview of several
architectural, technical and organisational best practices for the asset owners of ICS. These best
practices are a collection of reasonable measures which have proven to be successful in practice
on the one hand and, on the other, can be derived from existing standards. Within the following
areas best practices are included:

1 Security-specific processes / policies

1 Selection of the used systems and components as well as of the assigned service
providers and integrators

1 Constructional and physical securing

1 Technical measures

5.2.3.2 Associated Evaluation Scheme and Governance

The ICS Security Compendium also describes a methodology for performing audits in ICS
installations. There is, however, no ICS Security Compendium evaluation scheme. The closest to
an evaluation scheme is TUVIT providing security checks and penetration tests in order to reduce
security vulnerabilities in production infrastructure. TUVIT designed and formulated the ICS
Security Compendium upon request from the German Federal Office for Information Security
(BSI).

5.2.3.3 Process

The audit process as described by the ICS Security Compendium consists of the following steps:

Kick-off

Familiarisation

Coordination workshop

Creation of the audit plan

Checking of documents

On-site review

Follow-up of the on-site review

Creation of the audit report, final presentation

E B N e B |
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5.2.3.4 Practice

Since there is no official ICS Security Compendium audit, the practice of this standard is not
known.

5.2.3.5 Formal Status
None
5.2.3.6 Relation to other standards / schemes

The ICS Security Compendium provides an overview of how the best practices relate to:

1 IEC 62443 (see section 3.2.1)
VDI/ VDE 2182

NERC CIP (see section 5.3.3)
DHS Best Practices
IT-Grundschutz (see section 5.1.7)
ISO 27001 (see section 5.1.8)

= =4 =4 -8

The ICS Security Compendium also refers to 1ISO 62351 (Power systems management and
associated information exchange - Data and communications security), a multi-part specification
of security measures for communication protocols in the ICS industry, as developed by IEC.

5.2.4 Catalog of Control Systems Security

5.2.4.1 Focus

The Catalog of Control Systems Security - Recommendations for Standards Developers presents
a wide sampling of best practice, guidelines, and security controls for control systems used in
many industries. Because this document is not limited to a specific industry sector, it should,
therefore, be viewed as a master listing of reference information to be used when reviewing and
developing standards for control systems.

The Catalog contains 22 security controls. Examples include: Security policy, Physical and
environmental security, Monitoring and reviewing control systems security policy and Risk
management and assessment. For each of these security controls, a number of high-level
requirements are discussed, including implementation guidance for each requirement.

The recommended controls are designed specifically to provide standards bodies of industry
sectors the basic security framework needed to develop sound security standards within each
individual industry sector. The recommendations presented in this document are designed to
assist in creating the appropriate security program for control system networks with awareness to
the threats and vulnerabilities of the enterprise.

5.2.4.2 Associated Evaluation Scheme and Governance

None.
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The Catalog of Control Systems Security was developed by the U.S. Department of Homeland
Security (DHS).

5.2.4.3 Process

None.

5.2.4.4 Practice

Not publicly accessible.

5.2.4.5 Formal Status

None.

5.2.4.6 Relation to other standards / schemes

The document provides an overview of how all the controls relate to the following standards:

FIPS 140-2 (see section 3.6.3)

API 1164 (see section 5.2.2)

ISO 27001 (see section 5.1.8)

ISA/IEC 62443 (see section 5.2.6)

NERC CIP 002 to 009 (see section 5.3.3)
NIST SP 800-53 (see section 5.2.7)

= =a =8 -8 -8 1

5.2.5 ICS-CERT assessments

5.2.5.1 Focus

The Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) works to reduce
risks within and across all critical infrastructure sectors by partnering with law enforcement
agencies and the intelligence community and coordinating efforts among Federal, state, local,
and tribal governments and control systems owners, operators, and vendors.

There are 16 critical infrastructure sectors whose assets, systems, and networks, whether
physical or virtual, are considered so vital to the United States that their incapacitation or
destruction would have a debilitating effect on security, national economic security, national
public health or safety, or any combination thereof. The following sectors are considered to be
critical:

 Chemical Sector

Commercial Facilities Sector
Communications Sector
Critical Manufacturing Sector
Dams Sector

Defense Industrial Base Sector
Emergency Services Sector
Energy Sector

= A =a -8 -8 -8
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Financial Services Sector

Food and Agriculture Sector

Government Facilities Sector

Healthcare and Public Health Sector
Information Technology Sector

Nuclear Reactors, Materials, and Waste Sector
Sector-Specific Agencies

Transportation Systems Sector

Water and Wastewater Systems Sector

= A A = -8 -8 -8 -a -

Additionally, ICS-CERT collaborates with international and private sector Computer Emergency
Response Teams (CERTS) to share control systems-related security incidents and mitigation
measures.

The ICS-CERT Assessments are focused on two different areas:

9 Design Architecture: focusing on the underlying ICS network architecture, integration of
Information Technology (IT) and Operational Technology teams, vendor support,
monitoring, cyber security controls, and all internal and external connections.

1 Network Architecture: focusing on the underlying ICS network architecture, integration of
Information Technology (IT) and Operational Technology teams, vendor support,
monitoring, cyber security controls, and all internal and external connections.

5.2.5.2 Associated Evaluation Scheme and Governance

ICS-CERT offers two different evaluation schemes:

T ICS-CERTO s Design Architecture Review (DAR) pro
owners and operators with a comprehensive technical review and cyber evaluation of the
architecture and components that comprise their industrial control systems (ICS)
operations.

T ICSSCERTO s Net work Architecture Verification an
analysis of network traffic occurring within the ICS network.

The Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) operates within
the National Cybersecurity and Integration Center (NCCIC), a division of the Department of
Homeland Security's Office of Cybersecurity and Communications (DHS CS&C). NCCIC/ICS-
CERT is a key component of the DHS Strategy for Securing Control Systems. The primary goal
of the Strategy is to build a long-term common vision where effective risk management of control
systems security can be realised through successful coordination efforts.

5.2.5.3 Process

1 Design Architecture Review (DAR)
1 During this 2-3 day review the ICS-CERT assessment team evaluate the architecture and
processes, with a focus on three key areas:
0 ICS Network Architecture
0 Asset Inventory
o0 Protective and Detective Controls
1 Network Architecture Verification and Validation (NAVV)
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1 Using a combination of both open-source and commercially available tools, ICS-CERT
presents a strategic visualisation of the network traffic and device-to-device communications
that are occur-ring within ICS network segments.
T ThelCSSCERTO6s assessment team evaluates network tra
o0 Protocol hierarchy and organisation of network traffic;
0 Device to Device communicationsd i ncl uding i dentalikecadi amd
the devices generating the most traffic;
o Communications traversing (or attempting to traverse) the ICS network
boundaryd for verification that the perimeter protections are functioning as
intended;
0 Potentially misconfigured devicesd or those exhib-iting suspicious or anomalous
behavior;
0 ICS protocol analysisd including an in-depth review of function codes and control
parameters that are observed within the captured traffic.

Upon completion of the assessment process, ICS-CERT will compile an in-depth report for the
asset owner, including a prioritised analysis of key discoveries and practical mitigations for
enhancing the organisationb s cybersecurity posture.

Because ICSSCERT6s DAR and NAVV services are based on C
available as an onsite facilitated assessment for critical infrastruc-ture asset owners and

operators at no cost. Upon completion of the process, ICS-CERT will compile an in-depth report

for the asset owner, including a prioritised analysis of key discoveries and practical mitigations for

enhancing the organisation's cyber security posture.

5.2.5.4 Practice

Not available.

5.2.5.5 Formal Status

None.

5.2.5.6 Relation to other standards / schemes

None.

5.2.6 ISA/IEC 62443 (Security for Industrial Automation and
Control Systems)

5.2.6.1 Focus

The ISA/IEC 62443 standard is an international standard for security of the industrial automation
and control systems in the operational technology domain. The standard was initiated by the
International Society of Automation (ISA) and is carried worldwide and being further developed by
the IEC.

The standard applies all types of plants, facilities and systems in all industries, including:
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1

)l

Hardware and software systems such as Distributed Control Systems (DCS),
Programmable Logic Controllers (PLC) and Supervisory Control And Data Acquisition
(SCADA) systems.

Associated interfaces, APIs or HMIs used to provide control, safety and manufacturing
operations.

Continuous, batch and discrete processing systems.

The ISA/IEC 62433 standard consists of a number of parts, which are arranged in four groups,
corresponding to the primary focus and intended audience:

f

General T This group includes parts that address topics that are common to the entire
series.

Policies and Procedures i Parts in this group focus on the policies and procedures
associated with IACS security.

System Requirements T The parts in this group address requirements at the system level.
Component Requirements i The fourth and final group includes elements that provide
information about the more specific and detailed requirements associated with the
development of IACS products.

The overview in Figure 1 provides more information on the topic and current status of each part
of ISA/IEC 62443.
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Figure 1 ISA/IEC 62443 parts overview

As can be seen, some of these standards are Technical Reports, which means they are not
formal standards and do not contain binding requirements

5.2.6.2 Associated Evaluation Scheme and Governance

The IECEE is a multilateral certification system based on International Standards prepared by the
IEC. Its members use the principle of mutual recognition of test results to obtain certification or
approval at national levels around the world.

The IECEE has an active Task Force Cyber Security, which is working towards a unique
approach for conformity assessment to the IEC 62443 series. A guidance Operational Document
has been published to describe how the conformity assessment can be handled; this document
can be found at http://www.iecee.org/search/?9=62443. It shows that IECEE intends to have
separate certification processes for Processes, Products and Solutions, and for each offers two
assessment scenarios:



http://www.iecee.org/search/?q=62443





































































































































































































































